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Abstract—Due to the advance of information and communication techniques, sharing information through online has been increased.
And this leads to creating the new added value. As a result, various online services were created. However, as increasing connection
points to the internet, the threats of cyber security have also been increasing. Intrusion detection system(IDS) is one of the important
security issues today. In this paper, we construct an IDS model with deep learning approach. We apply Long Short Term
Memory(LSTM) architecture to a Recurrent Neural Network(RNN) and train the IDS model using KDD Cup 1999 dataset. Through the
performance test, we confirm that the deep learning approach is effective for IDS.

Index Terms—Intrusion detection system, Long short term memory, Recurrent neural network

1 INTRODUCTION

ITH increasing the importance of cyber security, re-
W searches about Intrusion Detection System (IDS) have
been actively studying. IDS protect a network system from
malicious software attacks. There are two types IDS accord-
ing to an object of observation [1]. The first one, Host-based
IDS (HIDS), watches the host system operation or states. It
detects system events such as unauthorized installation or
access. Also, it checks the state of ram or file system whether
there is an expected data or not. Because the detection of
HIDS is based on the system event log, a false alarm ratio is
low. But it cannot analyze behaviors related to the network.
The second one, Network-based IDS (NIDS) is placed on
DMZ or choke point of the network edge. It observes
a real-time network traffic and analyzes it for detecting
unauthorized intrusions or the malicious attacks. The de-
tection techniques are two types [2]. The first technique is
a behavior-based intrusion detection called anomaly detec-
tion. It catches attacks by comparing an abnormal behavior
to a normal behavior. The second technique is a knowledge-
based intrusion detection called misuse detection. This one
detects the attacks based on the known knowledge.

Most researchers have studied about the detection tech-
niques of IDS. In recent years, they try to apply machine
learning to IDS. Yihua Liao et al. applied k-Nearest Neigh-
bor (k-NN) to IDS [3]. They used k-NN classifier for the
anomaly detection. Andrew H. Sung et al. took an IDS
performance test with Support Vector Machine (SVM) and
Artificial Neural Networks (ANN) [4]. They reduced fea-
tures according to the influence toward classification of
attacks, but the performance was similar to the result which
used the original features. Maheshkumar Sabhnani et al.

e | Kim is PhD student at Department of Electrical and Computer Engi-
neering, Pusan National University, Busan, Korea.
E-mail: jihyunkim@pusan.ac.kr

o  Jaehyun Kim and T.T.H Le are master and PhD student at Department of
Electrical and Computer Engineering, Pusan National University, Busan,
Korea.

e H. Kim is Professor at Department of Electrical and Computer Engineer-
ing, Pusan National University, Busan, Korea.

Manuscript received December 06, 2015; revised Deccember 31, 2015.

used several machine learning algorithms such as multi-
layer perceptron (MLP), k-Means, decision tree [5]. Also
they designed a multi-classifier model. They confirmed that
the multi-classifier model had a better performance than
comparison models.

We extend this research flow to deep learning approach.
Deep learning achieves high level abstractions in data by
using a complex architecture or composition of non-linear
transformations. Therefore, we can acquire a high detection
rate. In this paper, we apply Long Short Term Memory
(LSTM) to Recurrent Neural Network (RNN) and use it for
an IDS model [6] [7]. We train the model by using KDD
Cup 1999 dataset and measure the performance. Through
the experiments, we find an optimal hyper-parameter for
LSTM-RNN and confirm the detection rate and false alarm
rate.

The rest of the paper is organized as follows: we in-
troduce the related works in section 2 and give a brief
description of LSTM in section 3. In section 4, we explain
about a dataset and take the experiments in section 5. We
make a conclusion in the last section.

2 RELATED WORKS

In the real world, the Intrusion Detection System (IDS) has
a vital role in detecting the intrusion. There are two kinds of
detection, including anomaly- based and misuse-based [8]
[9]. To detect activities that differ from established patterns
for users, we use to anomaly-based. On the other hand,
misuse-based compares users? activities with the known
behaviors of attackers.

In recent years, almost commercial Intrusion Detection
System use to attack existing pattern to recognize. Soft
computing is one of techniques, which help to reduce cost of
detection. There are some soft computing techniques in IDS
for example Artificial Neural Network, genetic algorithm,
decision tree, fuzzy logic etc. They are applied to create
utilities in the intrusion detection field due to learning
and flexibility capability. Among the soft computing tech-
niques, neural network approach is widely used in recent
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researches. By using SOM, Heywood et al. proposed a hi-
erarchical neural network for intrusion detection [10]. Feed-
forward neural network is applied to create an IDS using
Back Propagation algorithm to train, is proposed by J.Shum
et al. [11]. Mukkamala et al. published other approach by
combination between neural network and SVM [12]. Other
approach which modified Jordan recurrent neural network
is published by Xue et al. [13]. Besides Skaruz et al. also
applied successfully Jordan recurrent neural network to
detect SQL-based attacks [14]. Even though neural network
is quite good for applying to this field, deep learning is
another approach can obtain accuracy of detection better
than previous approaches. In 2015, our research applied
Recurrent Neural Network with Hessian-Free Optimization
to train DARPA data set [15]. We obtained the detection
rate 95.37%. We continue to use the other method in deep
learning to detect modern attacks also malwares. By this
work, we apply Long Short Term Memory Recurrent Neural
Network in IDS.

3 LONG SHORT TERM MEMORY

Recurrent Neural Network is the most famous model to
training the sequence data. The conventional RNN has
trouble when it is used to train with a long step size. In
this section, we briefly discuss the formal of RNN and the
vanishing problem. Then, we describe Long Short Term
Memory to address this problem.

3.1 Recurrent Neural Network

Recurrent Neural Network (RNN) is extension of a con-
vention feed-forward neural network. Unlike feedforward
neural networks, RNN have cyclic connections making them
powerful for modeling sequences. We assume that an input
sequence, the hidden vector sequence, and output vector
sequence denoted by X, H and Y respectively. Input se-
quence is given by X = (z1, 2, ..., 7). A traditional RNN
calculates the hidden vector sequence(H = (hq, ho, ..., hr))
and output vector sequence(Y = (y1, Y2, ..., yr)) witht =1
to T" as follows:

hy = oc(Wanae + Whphi—1 + bp) 1
Yt = Whyht + by (2)

where function o is a nonlinearity function, W is a
weight matrix, b is a bias term.

The convention RNN used to Back Propagation Training
Time (BPTT) to handle a variable-length sequence input [16].
In BPTT, the model is first trained with the training data.
Then the output error gradient is saved for each time step.
The RNN is hard to train, however, it makes the gradient is
exploding or vanishing while training with BPTT algorithm.
Bengio et al. mentioned and addressed this problem in [17].

3.2 Long Short Term Memory

Long Short-Term Memory (LSTM) is an architecture which
is proposed by Hochreiter and Schmidhuber [6]. Figure 1
shows a single LSTM cell. And we describe the equations to
compute the values of three gates and cell state.

X

Fig. 1. Long Short Term Memory Cell

it = o(Wairy + Whihi—1 + Weici—1 + bi) ©)
fi =0Wyspze + Whhi—1 + Wepe—1 + by) (4)
et = frei—1 +ictanh(Wyexy + Wiehi—q1 + be) )
0y = 0(Waors + Whohi—1 + Weocs + by) (6)
hy = ogtanh(cy) (7)

o is the logistic sigmoid function, and 4, f, 0 and ¢ are
respectively the input gate, forget gate, output gate and cell
state. We;, Wer and W, are denoted weight matrices for
peephole connections. In LSTM, three gates(i, f, 0) control
the information flow. The input gate decides the ratio of
input. When calculating the cell state, this ratio has effect
on the equation (5). The forget gate passes the previous
memory i, or not. The ratio of the previous memory is
calculated in the equation (4) and used for the equation (5).
The output gate determines whether passing the output of
memory cell or not. The equation (7) shows this process.
By using LSTM, we can solve the vanishing and exploding
gradient problems due to the three gates. In LSTM-RNN
architecture, the recurrent hidden layer is replaced by LSTM
cell.

4 DATASET

KDD Cup 1999 dataset has been used to measure a perfor-
mance of IDS in many researches. Although the dataset is
old, it is good to compare the IDS models. Because there
are lots of performance measurement results with the same
dataset. That is the main reason why we chooesed KDD Cup
1999 dataset.

There are 4,898,431 network traffics in the dataset and
each traffic has 41 features. And 22 attacks are categorized
according to their characteristic. Table 1 shows the category
of the attacks. DoS attack depletes resources of the target
servers and makes them precluding any services. R2L attack
enables an unauthorized remote access . U2R attack tries
to acquire the superuser authority. Probe attack uses for
finding vulnerabilities of the target server.

Because there are too many data records in the original
dataset, we use KDD Cup 1999 10 percent data for train-
ing and testing. However, the data ratio of the attacks is
weighted towards DoS attack. And the others ratio is only
1 percent. It is shown in Figure 2. So the IDS model will be
trained unfairly. As a result, DoS attack and normal traffic
can easily be detected but the other attacks cannot be caught.



TABLE 1
Category of the attacks

Category | Attacks
DoS back, land, neptune, pod, smurf, teardrop
R2L ftp-write, guess-passwd, imap, multihop, phf,
spy, warezclient, warezmaster
U2R buffer-overflow, loadmodule, perl, rootkit
Probe ipsweep, nmap, portsweep, satan

Probe
08%
R2L
0.19%

U2R
Mm%

® o5
R2L

2R

® Probe

normal

Fig. 2. Data ratio of the attacks

In order to solve this problem, we generate a new train-
ing dataset evenly. We extract 300 instances from each attack
category except U2R attack. Due to the lack of instances, we
only extract 30 data from U2R category. Also, we use 1,000
normal instances.

5 EXPERIMENT

In this section, we take two experiments. The first exper-
iment is about finding hyper-parameter values to get the
best performance of IDS model. The second experiment is
about measuring the performance with the hyper-parameter
values acquired from the first experiment. Our experiment
environment is as follow:

e CPU : Intel(R) Core(TM) i7-4790 3.60GHz
o GPU:GTX Titan X

° RAM : 8GB

¢ OS: Ubuntu 14.04

5.1 Evaluation Metric

Generally, Detection Rate (DR) and False Alarm Rate (FAR)
are used as the metrics of IDS evaluation. The DR signifies a
ratio of intrusion instances detected by IDS model. And the
FAR is a ratio of misclassified normal instances. Based on a
confusion matrix, equations of the metrics are as follow (TP:
true positive, TN: true negative, FP: false positive, FN: false
negative):

DR =TP/(TP + FN) ®)

FAR = FP/(TN + FP) ©)

As the DR increases and FAR decreases, the performance
grows better. Therefore, we use one more metric, efficiency.
By using this metric, we can evaluate the IDS model easily.

Efficiency = DRFAR (10)

5.2 The IDS model set up

Before using the training dataset, we normalized all in-
stances from 0 to 1. The input vector is 41 features and
the output vector is composed of 4 attacks and 1 non-
attack. Therefore, the input dimension is 41 and the output
dimension is 5. And we apply LSTM architecture to the
hidden layer. The time step size, batch size and epoch are
100, 50, 500 respectively. We use softmax for the output layer
and stochastic gradient decent (SGD) for an optimizer. And
the loss function is mean squared error (MSE). The learning
rate and hidden layer size will be decided in the next two
experiment.

5.3 Experiment 1: Finding hyper-parameter value

Hyper-parameters are parameters for model initiation. De-
pending on the value of hyper-parameter, the performance
is changed. Kalus Greff et al. analyzed the impact of hyper-
parameters [18]. Among them, they found that the learning
rate and hidden layer size have great effect on the per-
formance. Also, they discovered that the hyper-parameters
are independent. Therefore, we take the experiments with
changing the values of learning rate and hidden layer size.
First, we change the learning rate from 0.0001 to 0.1. In
figure 3, we can notice that the DR and the FAR are a
growing trend as the learning rate is increased.

For more evaluating precisely, we calculate the efficiency.
Although the DR is the lowest value, we get the best
efficiency when we set the learning rate 0.01 (Table 2). If the
learning rate is too small, the IDS model would be trained
too accurately. So the model can easily catch the intrusion
instances but it also considered the normal instances as the
intrusion ones.

Impact of Learning Rate
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Fig. 3. Performance test with increasing the learning rate

Now, we fix the learning rate(0.01) and take the other
experiment with changing the hidden layer size from 10 to
90. Figure 4. shows an impact of the hidden layer size. With



TABLE 2
Efficiency by the learning rate

0.0001 | 0.001 | 0.01 0.1
DR 0998 | 0.984 | 0.877 | 0.979
FAR 0.817 | 0.512 | 0.413 | 0.479
Efficiency | 1.222 | 1.921 | 2.124 | 2.045

Impact of Hidden Layer Size
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Fig. 4. Performance test with increasing the hidden layer size

growing the size, the DR is an increasing trend and the FAR
is a decreasing trend.

In common with the previous test, we calculate the
efficiency of the IDS model(Table 3). When we set 80 for
the hidden layer size, we could get the highest efficiency.
As a result, the best values for the learning rate and hidden
layer size are 0.01 and 80 respectively.

TABLE 3
Efficiency by the hidden layer size

Size | DR FAR  Efficiency
10 0.68 0.849 0.800942285
20 | 0.949 0497 1.90945674
30 0966 0.202 4.782178218
40 | 0984 0.311 3.163987138
50 | 0.995 0.293 3.395904437
60 0951 0.282  3.372340426
70 | 0951 0.233 4.081545064
80 | 0993 0.133 7.466165414
90 0.985 0.227 4.339207048

5.4 Experiment 2: Measuring the performance

According to the result of section 5.3, we set the hyper-
parameters for training the IDS model. For testing, we
generated 10 test datasets which are selected from kd-
ddup.data.txt. In each dataset, there are 5,000 selected in-
stances randomly. Figure 5. shows the DR and FAR when we
take a test with each test dataset. We summaries the result
in Table 4. The average DR is 0.9879003. It means the attack
detection percent is 98.8% among the total attack instances.
The average FAR is 0.1003805. About 10% normal instances
are misclassified.

The average percentages of each attack detection are
represented in Figure 6. DoS and Normal instances are well
detected but U2R instances are never detected. Because only
30 U2R instances are used for training the model.

TABLE 4
Result summary

DR FAR Efficiency

Best 0.989583 0.07781  12.692786
Worst 0.984807  0.129093  7.663612
Average | 0.9879003 0.1003805  10.005282

Test result of the IDS model
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Fig. 5. Performance test result

In order to an objective evaluation, we compare our
result to other classifier algorithms. Even though the FAR
is a little bit higher than other algorithms, percentages of
the DR and Accuracy are the best.

TABLE 5
Comparison with other algorithms

DR(%) FAR(%) Accuracy(%)
GRNN 59.12 12.46 87.54
PNN 96.33 3.34 96.66
RBNN 69.83 6.95 93.05
KNN 45.74 46.49 90.74
SVM 87.65 6.12 90.4
Bayesian 77.6 17.57 88.46
LSTM-RNN | 98.88 10.04 96.93

6 CONCLUSION

In this paper, we implemented the IDS classifier based on
LSTM-RNN and evaluated the IDS model. For training
phase, we generated a dataset by extracting instances from
KDD Cup 1999 dataset. In order to find the proper learning
rate and hidden layer size, we took an experiment with
changing the values. For testing phase, we made 10 test
dataset and measured the performance. By comparing it
to other IDS classifier, we found that the attacks are well
detected by LSTM-RNN classifier. Because we have the
highest DR and Accuracy even though the FAR is slightly
above the other ones.

To improve the FAR, we will analyze the relation be-
tween the dataset and initialized weight values. The reason
is that we found the performance was changed even though
all hyper-parameters are the same. The one variable is the
initialized weight values. This will be a good subject for our
further research.
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