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Microblogging sites in China
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http://en.wikipedia.org/wiki/Microblogging_in_China




Sina Weibo

e 503 million registered users as of Dec 2012.
o More than half are from mobile devices.

e About 100 million messages are posted each
day on Sina Weibo.

e Promote visibility of social issues.

http://en.wikipedia.org/wiki/Sina_\Weibo
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Sina Weibo

e Strict controls over the posts.

CBCNEews |Community

Bloomberg Businessweek Filike 157] |o
Home World Canada Politics Business Health Arts & Entertainment Global Economics

Your Community Blog

Chinese users skirt Weibo ce MIT
anniversary

by John Bowman Posted: June 4, 2013 3:28 PM | Last Updatec

J : Categories: Community, World
\“V h at ) A NEWS & ANALYSIS » FEATURES VIEWS MULTIMEDIA DISCUSSIONS TOPICS

\E
Tens of thousands of people gathered in Hong Kol

ECIAL COLLECTION
commemorate the 24th anniversary of the violent ENERGY 2013

pro-democracy protesters in Tiananmen Square, | Explore the energy technologies that matter.
of the ceremony — or the calendar date at all — w

MIT Technology Revil

DOWNLOAD FREE COLLECTIQ

COURTESY OF y.ns‘gm

from the social media site Sina Weibo.

WEB NEWS W 56 COMMENTS
These photos of the candlelight vigil held in Hong I m m W E @

Park appeared on Weibo for just a few moments bu SOCia,l Media CenSOI'Ship OffeI'S

deleted. The former British colony has been the si= veen Sina Weibo (SINA) and the

ceremonies since the 1989 massacre. hd b 1 1t allows the provocative
n Clues tO Chlna S P anS to exist at all is that it must

able of paid censors to scrub

What gets removed from China’s social networks shows how sitive. A new academic study
. . . . »tails on how this process works.
censorship strategies are advancing, and can even hint at the
government's plans. researchers at Rice University,
rsity of Mexico, and the
By Tom Simonite on April 29, 2013 »r Tao Zhu wrote, “5% of the

Aalatinme F[nf aroninrararasal nnetel hannanad in tha firet @



Introduction of our research

e Detecting a censorship event within 1-2
minutes of i1its occurrence.

e Three strategies Weibo system uses to target
sensitive content quickly.



Methodology

1. Identifying the sensitive user group
2. Crawling posts of sensitive user groups

3. Detecting deletions



Identifying the sensitive user group

e Use outdated sensitive keywords from China
Digital Times
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NA DIGITAL TIMES

B B AR BRI E AR B0 AR R B
Buis Sensitive Word CDT English Post Date/Result of Test 1 Date/Result of Test 2 Date/Result of Test 3 Date/Result of
-+ BotLiu http://goo.gl/xxKoSY |2013.7.25 1
45 Bo+death http://goo.gl/xxKoSY |2013.7.25 1
HHRARE Bo+medical parole http://goo.gl/xxKoSY |2013.7.25 1
4+ (3)kE Bo+(Zhou) Yongkang  http://goo.gl/xxKoSY [2013.7.25 1
T Bo Wang http://goo.gl/xxKoSY |2013.7.25 1
A Bo Hu http://goo.gl/xxKoSY |2013.7.25 1
ANER Five Chonggings http://goo.gl/xxKoSY |2013.7.25 1
RBR}E internal Party struggle http://goo.gl/xxKoSY |2013.7.25 1
i support Bo http://goo.gl/xxKoSY |2013.7.25 1
TN Master Bo http://goo.gl/xxKoSY |2013.7.25 1
W+ think fondly of+Bo http://goo.gl/xxKoSY |2013.7.25 1
South China (Morning
BE(RR)+3 = Post)tJack Ma http://goo.g/mm0Ja |2013.7.20 1




Identifying the sensitive user group

e Identifying the sensitive user group
o Use outdated sensitive keywords from China Digital
Times.
o Start with 25 sensitive users.
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Identifying the sensitive user group

e Identifying the sensitive user group
o Use outdated sensitive keywords from China Digital
Times.
o Start with 25 sensitive users.
Sensitive group reaches 3,567 users after 15 days.
o More than 4,500 deletion daily

O



Crawling

e User timeline:
o Weibo user timeline API returns the most recent 50
posts of the specified user.

o Query 3,567 sensitive users once per minute
m 100 accounts for API call
m 300 concurrent Tor circuits.

o Four-node cluster running Hadoop and Hbase
m 2.38 million posts from July 20 to September 8,
2012.



Detecting deletions
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Detecting deletions

[ The lifetime of deleted Post =tn - t0 ]
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Detecting deletions

e Permission-denied or system deletion
o “Permission denied” error.
o Caused by censorship events.
o The post still exists but cannot be accessed by users.

e General deletion
o “Post does not exist” error.
o May caused by user self deletion or censorship
events.
o The post does not exist.



Detecting deletions

2.38 Million user timeline posts

Permission-denied
deletion 4.5% PN

P
General deletion
8.3%



Detecting deletions

e Permission-denied deletion or system deletion

m Around 1,500 permission denied deletions.

m Comparing with WeiboScope, which is tracking
around 300,000 users and have no more than 100
permission denied deletions daily.



Distribution of deleted posts
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Strategies to target sensitive

contents

1. Weibo has filtering mechanisms as a
proactive, automated defense.

2. Weibo targets specific users, such as those
who frequently post sensitive content.

3. When a sensitive post is found, a moderator
will use automated searching tools to find all
of its related reposts, and delete them all at
once.



1. Keywords list filtering

e Weibo has filtering mechanisms as a
proactive, automated defense

o Explicit filtering B AFSEBBERAR 2
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Sorry, The content
violates the relevant
laws and
regulations. If need
help, please contact
customer service.



1. Keywords list filtering

e Weibo has filtering mechanisms as a

proactive, automated defense
/7~ Your post has been submitted
o successfully. Currently, there is a
o Explicit filtering delay caused by server data
o Implicit filtering | ¢y nchronization. Please wait for 1 to
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1. Keywords list filtering

e Weibo has filtering mechanisms as a
proactive, automated defense

o Explicit filtering
o Implicit filtering
o Camouflaged posts



1. Keywords list filtering

e Weibo has filtering mechanisms as a
proactive, automated defense

Explicit filtering

Implicit filtering
Camouflaged posts
Surveillance keywords list ?

m If no such list the cost will be too expansive
e Suppose to censor 70,000 new posts in one minute, it needs
1400 simultaneous workers (50 posts per minutes per

worker).
e Assuming 8 hour shift, 4200 works is required.
e It is not cost efficient



2. Targeting specific users

e Weibo targets specific users, such as those
who frequently post sensitive content.
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3. Finding all related reposts

e When a sensitive post is found, a moderator can find all
of its related reposts, and delete them all at once
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Censors work in the night

Deletion counts (log scale)
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Censors catch up on overnight posts by late

morning
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Frequency

Conclusion
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Thank you!

Q&A



