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Agenda

ÁPatterns you find when auditing code

ÁExploiting these patterns:

Vulnerability Extrapolation

ÁUsing machine learning to get there

ÁA method to assist in manual code audits 

based on this idea

ÁThe method in practice

ÁA showcase



Exploring a new code base

ÁLike an area of mathematics you donôt yet know.

ÁItôs not completely different from the 

mathematics you already know.

ÁBut there are secrets specific to this area:

ÁVocabulary

ÁReoccurring patterns in argumentation

ÁWeird tricks used in proofs

ÁUnderstanding the specifics of the area makes it 

a lot easier to reason about it.



Another Example: libTIFF

CVE -2006 -3459 | CVE -2010 -2067

s ta t ic  in t

T IF F F e tch S h o r tP a ir ( T IF F *  t if ,  T IF F D irE n try *  d ir )

{

        

        s w itc h  ( d ir -> td ir_ ty p e )  {

                c a s e  T IF F _ B Y T E :

                c a s e  T IF F _ S B Y T E :

                        {

                        u in t8  v [ 4 ] ;

                        re tu rn  T IF F F e tch B y te A rra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                c a s e  T IF F _ S H O R T :

                c a s e  T IF F _ S S H O R T :

                        {

                        u in t1 6  v [ 2 ] ;

                        re tu rn  T IF F F e tch S h o r tA r ra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                d e fa u lt :

                        re tu rn  0 ;

        }

}



Another Example: libTIFF

CVE -2006 -3459 | CVE -2010 -2067

s ta t ic  in t

T IF F F e tch S h o r tP a ir ( T IF F *  t if ,  T IF F D irE n try *  d ir )

{

        

        s w itc h  ( d ir -> td ir_ ty p e )  {

                c a s e  T IF F _ B Y T E :

                c a s e  T IF F _ S B Y T E :

                        {

                        u in t8  v [ 4 ] ;

                        re tu rn  T IF F F e tch B y te A rra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                c a s e  T IF F _ S H O R T :

                c a s e  T IF F _ S S H O R T :

                        {

                        u in t1 6  v [ 2 ] ;

                        re tu rn  T IF F F e tch S h o r tA r ra y ( t if ,  d ir ,  v )

                                & &  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,  v [ 0 ] ,  v [ 1 ] ) ;

                        }

                d e fa u lt :

                        re tu rn  0 ;

        }

}

s ta t ic  in t

T IF F F e tc h S u b je c tD is ta n c e ( T IF F *  t if ,  T IF F D irE n try *  d ir )

{

        u in t3 2  l [ 2 ] ;

        f lo a t  v ;

        in t  o k  =  0 ;

    

        i f  ( T IF F F e tc h D a ta ( t if ,  d ir ,  ( c h a r  * ) l )

            & &  c v tR a t io n a l ( t if ,  d ir ,  l [ 0 ] ,  l [ 1 ] ,  & v ) )  {

                / *

                 *  X X X : N u m e ra to r  0 x F F F F F F F F  m e a n s  th a t  w e  h a ve  in f in it e

                 *  d is ta n ce . I n d ica te  th a t  w ith  a  n e g a t ive  f lo a t in g  p o in t

                 *  S u b je c tD is ta n ce  va lu e .

                 * /

                o k  =  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,

                                  ( l [ 0 ]  !=  0 x F F F F F F F F)  ?  v  :  - v ) ;

        }

        re tu rn  o k ;

}



LibTIFF: Bug Analysis

ÁTIFFFetchShortArray is actually a wrapper 
around TIFFFetchData.

ÁThe two are pretty much synonyms.

ÁThese functions are part of an API local to 
libTIFF.

ÁBadly designed API: the amount of data to be 
copied into the buffer is passed in one of the 
fields of the dir-structure and not explicitly!

ÁDevelopers missed this in both cases and itôs 
hard to blame them.



The times of ñgrep ómemcpyô ./*.cò may be 

over. But that does not mean patterns of 

API use that lead to vulnerabilities no 

longer exist!



Vulnerability Extrapolation

ÁGiven a function known to be vulnerable, 

determine functions similar to this one in 

terms of application-specific API usage 

patterns.

ÁVulnerability Extrapolation exploits the 

information leak you get every time a 

vulnerability is disclosed!



What needs to be done

ÁWe need to be able to determine how 

ñsimilarò functions are in terms of dominant 

programming patterns.

ÁWe need to find a way to extract these 

programming patterns from a code-base in 

the first place.

ÁHow do we do that?



Similarity ðA decomposition

Signal Processing: Decomposition into 

components of different frequencies: Noise is 

suspected to be of high frequency while the 

signal is of lower frequency.

Decomposition into 

shape and rotation: 

If rotation is just a 

detail, these are 

pretty similar. In Face-Recognition, 

faces are decomposed 

into weighted sums of 

commonly found patterns

+ a noise-term.



Think of it as

ôzooming outõ

Decreasing dominance of pattern

Increasing level of detail/frequency

s ta t ic  in t

T IF F F e tc h S u b je c tD is ta n c e ( T IF F *  t if ,  T IF F D irE n try *  d ir )
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        u in t3 2  l [ 2 ] ;

        f lo a t  v ;

        in t  o k  =  0 ;

    

        i f  ( T IF F F e tc h D a ta ( t if ,  d ir ,  ( c h a r  * ) l )

            & &  c v tR a t io n a l ( t if ,  d ir ,  l [ 0 ] ,  l [ 1 ] ,  & v ) )  {

                / *

                 *  X X X : N u m e ra to r  0 x F F F F F F F F  m e a n s  th a t  w e  h a ve  in f in it e

                 *  d is ta n ce . I n d ica te  th a t  w ith  a  n e g a t ive  f lo a t in g  p o in t

                 *  S u b je c tD is ta n ce  va lu e .

                 * /

                o k  =  T IF F S e tF ie ld ( t if ,  d ir -> td ir_ ta g ,

                                  ( l [ 0 ]  !=  0 x F F F F F F F F)  ?  v  :  - v ) ;

        }

        re tu rn  o k ;

}

Usage
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Usage

Pattern
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Pattern

Linear approximation of each function by the most dominant API usage 

patterns of the code-base it is contained in!


